CJIYJKBA BE3NEKH YKPATHH
AJIMIHICTPAILISI JEPJKABHOI CJIYKBU CIIELIAJILHOI'O 3B'SI3KY
TA 3AXUCTY IHOOPMAILI YKPATHH

HAKA3

19.12.2024 Ne 627/772

Jlesiki TUTAHHA PO3PO0OKH, 3aTBEPIKECHHA TA MO 0/’KCHHHA
IUIAHIB 32XUCTY 00'€KTIB KPUTHYHOI IHPpACTPYKTYpH 32
NMPOEKTHOI 3arP0O3010 HAIOHAJIbHOTO PiBHS
"ki0eparaka/kioepiHuugeHT"

BignosigHo 1o 3akony Ykpaiau "lIpo Crmyx0y 6e3neku Ykpainu", crateii 14, 15 3akony
VYkpainu "IIpo JlepkaBHy ciyxOy creniaabHOro 3B'SI3Ky Ta 3axucTy iHdopmarii Ykpainu",
3akony Ykpainu "llpo xputnuny ingpactpykrypy", [lopsaky po3poOieHHsS Ta MOTOKEHHS
nacropTta 0e3neku Ha 00'eKT KpUTHUHOT iHPpaCTpyKTypH, 3aTBEPIKEHOr0 ocTaHoBOO Kabinety
MinictpiB Ykpainu Big 04 cepmast 2023 poky Ne 8§18 "Jleski mutanHs macrnopTu3anii 00'eKTiB
KputnuHoi iHdpacTpykTypu", myHkTy 10 ITonoxenus npo AamiHicTparito [lepxkaBHOT Ciry)0u
CICIIAJIEHOTO 3B'SI3KY Ta 3aXHCTy iHpopMalii YKpalHu, 3aTBEpHKCHOrO MOCTaHOBO0 KabiHeTy
MinictpiB Ykpainu Big 03 BepecHs 2014 poky Ne 411, ta nakazy AnMinictparii JlepKcnenss'a3Ky
Bin 28 mumus 2023 poxy Ne 219/JICK "Ilpo 3arBepmxenHs IIpoeKTHHX 3arpo3 KpUTHYHIH
iH(dpacTpykTypi HanioHaabHOTO piBHA" (13 3MiHaMu) HAKA3YEMO:

1. 3aTBepANTH TaKi, IO JOIAOTHCS:

¢opmy Ilnany 3axucty 00'ekTa KpUTHYHOI I1H(PACTPYKTYypH 3a IPOEKTHOIO 3arpo30i0
HaIllOHAJIBHOTO PiBHSA "KiOepaTaka/KiOepiHIMACHT"

Pexkomenpanii 3 po3pobnenns [lnany 3axucty oO'ekTa KPUTHUHOI 1HQPACTPYKTypH 3a
MIPOEKTHOIO 3arp03010 HAIIOHAIBHOTO PiBHA "KibepaTaka/KiOepiHIMIEHT" .

2. BuzHaunTy ynmoBHOBaKeHUMH ITiapo3ainamu CnykOu 6e3nekn Ykpainu ta AamiHicTpartii
Jlep>KCIen3B'a3Ky 3 MUTaHb IMOTO/KEHHS TUIaHIB 3aXUCTy 00'€KTIB KpUTHYHOI iHYPACTPYKTYpH 3a
MMPOEKTHOIO 3arpo300 HaIllOHAIBHOTO PiBHA "KiOepaTaka/KiOepiHIUACHT", po3po0JeHuX 3a
(dbopMoOI0, 3aTBEPKEHOI0 IMyHKTOM | [bOro Hakasy (Hami - IUIaHM 3aXHCTy), HI0A0 00'€KTiB
KpuTH4HOI iHppacTpykTypH | Ta Il kaTeropii kpuTuaHOCTI JlenmapTaMeHT KOHTPPO3BiAyBaIBHOTO
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3aXUCTy 1HTepeciB naepkaBu y cdepi iHdopmaiiiHoi Oesneku CryxkOm Oe3nexku YkpaiHu Ta
JlenaprameHT kibep3axucty Anminictparii JlepKcren3B's3Ky BiImOBITHO.

3. BcranoBuTH, 1110 TOTOPKEHHSI TUIaHIB 3aXUCTY 1110710 00'€KTIB KPUTHUHOT IHYPACTPYKTYpH
I ra II kareropii KpUTHYHOCTI 3A1MCHIOIOTH:

HavalbHUK JlemapTaMeHTy KOHTPPO3BIAYBaJIbHOTO 3aXHCTY IHTEpECIB NepKaBU y cdepi
iHdopmartirinoi 6e3nexku Ciayx0Ou Oe3reku YKpaiHu abo HOTo 3aCTYITHHK;

nupektop JlemapramenTty kibep3axucty Axaminictpauii Jlepkcnenss'sizky abo #oro
3aCTyITHUK.

4. Bu3HAUWTH YIOBHOBaOKEHUMH opraHamu CioyxOu Oesreku YkpaiHu Ta AaMiHicTparii
JIepKCIen3B's3Ky 3 THUTaHb IMOTOJUKEHHS IUIaHIB 3aXUCTY MIOJ0 00'€KTIB  KPUTHYHOL
indpactpykrypu III Ta IV kareropii kputraHOCTI perioHanbHi opranu Ciryx0u 0e3nexku YKkpainu
Ta TepuTOopianbHi opranun Anminictpanii JlepxcmensB's3Ky 3a MiCIe3HaXOKEHHM (aIpecoro)
oreparopa KpUTUIHOI iHQpacTpyKTypH.

5. BcraHOBUTH, 1110 TOTOPKEHHS TUIaHIB 3aXUCTY 100 00'€KTIB KpUTHUHOT IHPPACTPYKTYpH
IIT Ta IV kareropii KpUTUYHOCTI 3/11HCHIOIOTh:

KEpIBHUK BIJIMOBIIHOTO perioHanbHOro oprany CaoyxOu Oe3neku YkpaiHu abo Horo
3aCTYyIHUK;

KEpiBHHK BiJIOBITHOTO TEPUTOPIaIbHOTO oprany Aaminictpauii Jlepkcnenss'szky abo iloro
3actynHuk (y Micti KueBi abo KwuiBcekiit oOnacti - mupektop [emaprameHTy KiGep3axucrty
Anminictpauii Jepkcnen3s'sa3Ky abo Horo 3aCTylHHUK).

6. KepiBHuKamM ymnoBHOBaXeHUX Miapo3nuiiB (opraniB) CmyxOu Oe3nekn YKpaiHu Ta
Anminictpanii  [lepKcnen3B'a3Kky BH3HAYUTH BIANOBINANBHUX OCI0 mogo B3aemonii i3
CEKTOPAJIbHUMHU OpraHamMu y cdepi 3axucTy KpUTHYHOI iH(PACTPyKTypH Ta OIEpaTopaMu
KPUTUYHOI iHPPACTPYKTYpH 3 MUTaHb PO3POOJICHHS Ta MOTOKEHHS IUIaHIB 3aXHCTY.

7. KepiBHukawm JlenapraMeHTy KOHTPPO3BilyBaJIbHOI'O 3aXUCTY IHTEpeCiB JaepxaBu y chepi
1HpopMauiiiHoi 6e3nexku Ciryx06u O6e3nexn Ykpainu Ta YnpaniaiHHs iHQOpMaLIHHUX KOMYHIKaLii
Anminictpanii Jlepkcmen3B's3ky 3a0e3nedyuTd pO3MIIICHHS IbOTO Hakasy Ha oQimiiHUX
BeOcaiitax CimyxOu Oe3neku Ykpainu Ta Jlep’aBHOI CIIy»KOH CHEIialbHOTO 3B'SI3KY Ta 3aXUCTY
iHpopmanii YKpaiHu BiAMOBIIHO.

8. Lle#t Haka3 HAOMpPAaE YUHHOCTI 3 MOMEHTY HOT'0 BHIaHHS.

I'osioBa
Cayx0u 0e3nmexkn YKpainu Bacuas MAJIIOK

I'onoBa
JepxaBHol cayk0n
CIeniajbHOro0 3B'A3KY
Ta 3aXMCTy iHpopmanii Ykpainn Oaexcanap IMOTINA



3ATBEPIKEHO

Haxa3 Ciy:x0u 6e3nexkn Ykpainu

i AnminicTpanii Jdep:xaBHoi ciyx0u
cneniajbHOro 3B'A3KY Ta 3aXHCTY
indopmanii Ykpainu

19 rpynns 2024 poky Ne 627/772

OOPMA IIJIAHY
3aXMCTy 00'€KTa KPUTHYHOI iH(PPACTPYKTYPH 32 IPOEKTHOIO
3arpo3010 HAllIOHAJIBHOIO PIBHHA
"ki0eparaka/kiOepiHmuaeHT"
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3ATBEPIKEHO

Haxa3 Ciy:x0u 6e3nexkn Ykpainu

i AnminicTpanii Jdep:xaBHoi ciyx0u
cneniajbHOro 3B'A3KY Ta 3aXHCTY
indopmanii Ykpainu

19 rpynns 2024 poky Ne 627/772

PEKOMEH JAIIT
3 pO3p00JIeHHS IIAHY 3aXMCTY 00'€KTa KPUTHYHOI
iHppacTPyKTYypH 32 NPOEKTHOI 3arP03010 HAIIOHAJILHOTO
piBH# "'ki0eparaka/kiOepiHUMAECHT"

I. 3araabHi moJj10KeHHSA

1. i Pexomenpamii mnpu3HayeHi A ONEPAaTOPIB KPUTUYHOI 1H(pACTPyKTypH, sKi
pO3pOo0JIAIOTh TUIAH 3aXUCTy 00'ekTa KpUTHYHOI iH(MpacTpykTypu (mami - OKI) 3a mpoekTHOrO
3arpo3010 HAI[IOHALHOTO piBHA "Kibeparaka/kioepiHiuaeHt" (nani - Pekomenaartii).

2. Pexomenpauii po3pobieHo BiamoBiaHO 10 3akoHiB Ykpainu "IIpo ocHOBHI 3acaau
3a0e3neueHHs kiOepoOesneku VYkpainu", "[lpo kputuuny indpactpykrypy", "IIpo 3axuct
iHpopmauii B iH(pOpMaliiiHO-KOMYHIKaIHHUX cuctemax', mocraHoBu Kabinety MiHicTpiB
Vkpainu Big 09.10.2020 Ne 1109 "Jleski nutaHHs 0O0'€KTIB KpUTUYHOI 1H(pacTpykTypu",
nocraHoBu KabGinery MinictpiB Ykpainu Bix 09.10.2020 Ne 943 "Jlesixki nutaHHS 00'€KTiB
KpUTHYHOI 1H(OpMaliiiHoi iHppacTpykTrypu", nocranoBu Kabinery MiHicTpiB YKpaiHu Bij
14.10.2022 Ne 1174 "IIpo 3aTBep/pkeHHs Pernmamenty oOMiHy iHGopMaliero MK cyO'ekTamu
HAI[IOHAJILHOI CUCTEMHM 3aXHCTy KpUTUYHOI 1H(pacTpykTypu", nocraHoBu KaGinety MiHicTpiB
Vkpainn Bix 04.08.2023 Neo 818 "Jleski nuTaHHA mnacnopTusanii 00'€KTIB KPUTHUYHOL
iHppacTpykTypu" Ta 3 ypaxyBaHHSIM METOIUYHUX PEKOMEHAAIIN WIOA0 MIABUIICHHS PIBHA
Ki0ep3axucty  KpuTHYHOI  1HpopMmauiiHOi  iHQPACTPYKTYpH, 3aTBEP/UKEHUX  HAKa30M
Anmminictpanii  JlepxkenemsB'szky  Big  06.10.2021 Ne 601 (31 3minamu), MeToauuHux
peKoMeHAallii 111010 pearyBaHHs cy0'ekTaMu 3a0e3nedyeHHs KibepOe3neKku Ha pi3Hi BUAM oI y
Ki0eprnpocTopi, 3aTBep/UKeHUX HakazoM Aaminictpanii Jepxkcenenss'szky Bix 03.07.2023 Ne 570,
[TpoekTHHUX 3arpo3 KpUTHUYHIN 1HQPACTPYKTypl HALIOHAJIBHOTO PiBHS, 3aTBEP/UKEHUX HAKa30M
Anminictpauii Hepxcnen3s'sasky Big 28.07.2023 Ne 219//1CK.

3. Pexomenpanii He € HOPMAaTHBHO-TIPABOBUM aKTOM, MarOTh iHGopMamiiHuil Ta
PEKOMEHIAllIMHUN XapakTep, HE BCTAHOBJIIOIOTH MPABOBHX HOPM 1 HE € OOOB'S3KOBUMH ISt
BUKOPUCTAaHHS.

4. YV nux PekoMeHaaIlisix TepMiHU B)KUBAIOTHCS B TAKOMY 3HAUYEHHI:

VHIKQUIBHUN  11eHTH(IKaTop 00'ekTa KpUTUYHOI iHGOpMaIiiiHOl 1HOPACTPYKTYpH -
yHIKQJIbHUN OyKBEHO-IIM(PPOBHI HOMEp, SKHUHA MPUCBOIOETHCS KOKHOMY 1HIMBIZYalIbHO
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BHU3HaUEHOMY 00'€KTy KpUTHUYHOI iHPopMaIliitHoi iHppacTpykTypu (mani - OKII) micnst BHECeHHS
Horo no nepxkaBHoro peectpy OKII.

[HIIi TepMiHM BXKUBAIOTHCS y 3HAUEHHSX, HaBeJeHMX B 3akoHax Ykpainu "lIIpo ocHOBHi
3acaau 3a0e3neueHHs kibepOesneku Ykpainu", "l[Ipo kputnuny iHppactpykrypy", "IIpo 3axuct
iHpopmanii B iHpopMaliiiHO-KOMYHIKalIHHUX cucTteMax", mocraHoBi KaGinery MiHicTpiB
Vkpainu Big 09.10.2020 Ne 943 "Jleski nuTaHHA 00'€KTIB KPUTHYHOI 1H(pOpMAaIiiHOL
iHppacTpykTypu", noctanoBi KaGinery MinictpiB Ykpainu Big 04.08.2023 Ne 818 "Jleski
MUTaHHS MacrnopTu3anii 00'eKTIB KpUTHYHOI 1HPpacTpyKTypu" Ta MeTOINYHUX pEeKOMEHAIsaX
IIOAO0 MIJBUIINEHHS piBHA KiOep3axucTy KpUTHYHOI iHopMauiiHoi iH(pacTpyKTypH,
3aTBEepKeHUX HakazoM AnmiHictpauii Jepxkcenenss'szky Big 06.10.2021 Ne 601 (31 3miHamn),
MeTtoanyHuX peKOMEHIALISX 1[I0 pearyBaHHs cy0'ekTamu 3a0e3nedeHHs KibepOe3neKu Ha pi3Hi
BUJIU TOJINA y KiOeprpocTopi, 3aTBEpAKEHUX HakazoM AjamiHictpaimii JlepKcrmeuss'sizKy Bij
03.07.2023 Ne 570.

5. Ilmam 3axucty o0'€KTa KPUTUYHOI IHPPACTPYKTYPH 32 TPOCKTHOI 3arpo30r0
HalloHaJIbHOTO piBHA "KiOepaTtaka/kiOepiHuuueHt" (mami - [lman 3axucty) po3poOIseTHCS
OTepaToOpPOM KpUTHYHOT IHPPACTPYKTYPH (Iai - orepaTop) BiAMOBITHO 10 hopMu, 3aTBEPIHKEHOT
HakazoMm Ciy>x6m Oe3nexu Ykpainu i AamMinicTparii Jlepxcnenss's3Ky.

6. Indopmariis, sxa BHocuThes 10 [Inany 3axucty, € iHpopMalli€ro 3 0OMeXEHUM JOCTYIIOM,
3aXUCT sIKOi 3a0e3MmeuyeTbes BiAMOBIAHO O BUMOT 3aKOHO/ABCTBA y cdepi 3aXUcTy 1Hhopmarii.

7. Ilnan 3aXuCTy MOAAETHCS OTIEPATOPOM Ha MOTOHKEHHS (PYHKIIIOHATBHUM opraHaM y chepi
3aXHUCTy KPUTHYHOI 1HPPACTPpYyKTypH (maii - (yHKIIIOHAIbHI OpraHd) pa3oM i3 CyIpPOBIIHHM
JMCTOM 1 Komiero 3aranbHoi xapaktepuctuku OKI.

[Tianucye cynpoBiaHuil JUCT 1 3aTBepaxkye [lnan 3axucTy KepiBHHMK omneparopa abo ocoba,
sIKa BUKOHY€E H0ro 000B'sS3KH.

OmnepaTtopy HEOOXiTHO HaJaTH JO3BUI YHNOBHOBa)KEHOMY minposairy (oprany) CmyxOu
Oe3rekn YKpaiHu Ha KOMiIOBaHHS MMOJaHUX JOKYMEHTIB, III0 MICTAThH iH(POPMAIIi0 3 0OMEKEHUM
JOCTYIIOM, B TIOPSJIKY, BU3HAYCHOMY 3aKOHOZABCTBOM.

[1nan 3aXUCTy, NOJJaHUN 3 TOPYLIEHHSIM BCTAHOBJIEHUX BUMOT, [IOBEPTAETHCS ONEPATOPY AJIA
YCYyHEHHS HEJIOJTIKIB.

8. [Iman 3axXUCTy MOTOIKYETHCS T MOAAETHCS Y TaKii MOCTIIOBHOCTI:
1) 70 ynmoBHOBaXXEHOTO MiAPO3/iny (oprany) AamiHicTparii JlepKcnenss'sa3Kys;
2) 10 YIIOBHOBa)KEHOTO TiIpo3ainy (oprany) Cimyx0Ou 6e3nexn Ykpainu.

9. V Bumnaaxky mnorojpkeHHsa [lnaHy 3aXucTy yHNOBHOBa)K€HHUM MIiAPO3AUIOM (OpPraHoMm)
Anminictpanii Jlepskcnenss'si3ky Ta HassBHOCTI 3ayBakeHb (mporno3ulliit) 1o [Tnany 3axucrty Bifj
YHOBHOBaXK€HOTo Miapo3auny (oprany) CnyxOu Oe3nexu Ykpainu, Ilnan 3axucty notpedye
MOBTOPHOTO MOTOJKEHHS KO’KHUM 13 BKa3aHUX YITOBHOBAXXEHUX MIAPO3ALIIB (OpraHiB).

10. Iopsimok mepersiay [Inany 3axucty nependadennii mynktom 12 Topsnky po3poOiaeHHs
Ta TIOTO/DKCHHSI TMAacmopTa Oe3lekd Ha 00'€KT KPUTHUYHOI 1HPPACTPYKTYPH, 3aTBEPIKEHOTO
noctaHoBoro Kabinetry MinictpiB Ykpaiau Big 04.08.2023 No 818.
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11. Omnepatop Bu3Hauae o00'exkTH iHpopmaliiiHoi iH(pacTpykTtypu (mami - OII), mo
excrutyaryroTbes Ha OKI Ta indopmariis npo siki BHOcUTUMEThCs 10 [Inany 3axucry.

B o06oB'si3koBoMy mopsaky mgo Ilmany 3axucty BHOCSTBCs BimomocTi mpo Bci OKII, mro
ekcruryaryroTbest Ha OKIL

Iadopmarnis npo ixmi OII (aBTromarnsoBani, iHpoOpMaliiiHi, €IEKTPOHHI KOMYHIKaIiiiHi,
iH(OopMaIiHHO-KOMYHIKaIIIiHI CHCTEMH, aBTOMATH30BaH1 CHCTEMH YIPABIIIHHS TEXHOJOTIYHUMH
nporecamu) OKI, sxi He BimHeceno mo OKII, ame € HeoOXimHMMH JUIsI 3a0e3MEUYCHHS
oesmnepepBHOTO Ta cTiiikoro (GyHkiionyBanHs OKI, Takox mijsirae 000B'13K0BOMY BHECEHHIO 10
[Inany 3axucry.

Mo Ilnany 3axucty He BHOCATBCS BitomMocTi mpo okpeMi [IEOM, siki He MatOTh MiIKIIOYEHb
1m0 Oynp-skuX 1HGOPMAIIHHO-KOMYHIKAIIMHUX CHCTEM a00 Mepek (aBTOMAaTH30BaHI CHCTEMH
kmacy "1").

I1. Ilopsinok 3anoBHeHHs [liany 3axucry
1. Ha tutynbHii cTopinui [lnany 3axucty 3a3HayaroThes:
rpud oOMe)eHHS TO0CTYIY;
Ha3zBa OKI Tta yHikansHuii peectpoBuii Homep OKI.
2. B nynkri 1 [Tnany 3axucty 3a3Ha4aroOThCS:

B Tabmuni 1 Ilnany 3axucty - noBHa Ta ckopouyeHa Ha3Bu Oll. YHikanbHu# ineHTudikatop
OKII 3a3navaerncs y Bunajaky, skmio OII Bimaeceno no OKII I a6o II kaTeropii KpuTUIHOCTI;

B Tabnumi 2 [lnany 3axucty - iHopMaIllisi CTOCOBHO IOJIaHHS Ta BHECEHHS BiZIOMOCTEH PO
OKII no nepxkasHoro peectpy OKII. 3anoBHioeTbest y Bunaaxy, skmo Ol Biqaeceno no OKII 1
a6o II kareropii KpUTHUHOCTI;

B Tabmuui 3 [Inany 3axucTy - cTaH BUKOHAHHS 3arajlbHUX BUMOT JI0 KiOep3axucty o0'eKTiB
KPUTHUYHOI 1H(QPACTPyKTypH, 3aTBep/UKeHHX MocTaHoBolo Kabinery MiHicTpiB YKpaiHu Bij
19.06.2019 Ne 518 "IIpo 3aTBepakeHHs 3arajlbHUX BUMOT /10 Ki0ep3axucTy 00'€KTiB KpUTHUHOL
iHppacTpykTypu". HeoOxigHO BKa3zaTu BIANOBIAATbHY 0CO0Yy 3a BHKOHAHHS BHUMOT IO
kibep3axucty OKI 3 uncna kepiBHUKIB oneparopa, CTaH BUKOHAHHS IIMX BUMOT Yy BIZICOTKaxX Ha
MOMEHT 3amoBHeHHs [lmaHy 3axucTy Ta 3a3HAYUTH 3aIJIAHOBAHWH TEPMiH BUKOHAHHS BHMOT y
MIOBHOMY 00C$3i;

B Tabmumi 4 Ilnany 3axucTy - BiIOMOCTI MpO Miapo3aAil abo mpu3HaAYeHUX 0cid, Ha SKUX
MOKJIAA€ThCs 3a0e3MeueHHs 3aXUCTy iH(opMalii Ta KOHTpPOJIb 3a cTaHoM Kibep3axucty OKI, a
came TIpi3BHIIE, BJIACHE 1M'sl, IO 0aThKOBI (Y pa3i HaAsABHOCTI), 3aliMaHa 1mocaja, Ha3Ba MiapO3IiTy
Ta KOHTAaKTHI JaHi (HoMmep tenedony, e-mail aapeca).

3. B Tabuuui 5 mynkry 2 [Inany 3aXucTy 3a3Ha4al0ThCS:

BH3HAYCHA KUTTEBO BaxuinBa PyHKIiA Ta/abo mociyra OKI, HamanHs skoi 3a0e3nedyeThes
(miarpumyetsest) OIl.  3a3Hauaerbcss  BignmoBigHO 10 Ilepemiky CeKTOpiB  KPUTHYHOI
iH(DpacTpyKTypH, 3aTBeppKeHOoro noctaHoBoro Kadinery MinictpiB Ykpainu Big 09.10.2020 Ne
1109 "Jlesiki muTaHHs 00'€KTiB KpUTUUHOI iH(pacTpyKTypHu'", y pa3i 3abe3nedeHHs (MiATPUMKH)
OII BigmoBigHOT MOCTYTH;
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BUJ iHGOpMaIlii 3a MOPSIKOM JOCTYILy, sika 00poOIIsieTbes abo MIaHyeThes At 00pOOIeHHS
Ha OII (BuOpartu 3 HaaHOTO TIepeniKy). Y pas3i sKIIo, B IEperiKy He 3a3HaueHo BHUJ iH(opmarlii,
siKa 00po0IsEThCS a00 TuTanyeThes A1 00podsenns Ha Ol B rpadi "[Hme" 3a3HaunTH, SKa came;

BUKOPUCTAHHS HE3aXHUIEHOTO CcepefoBuINa isg mepenadl iHdpopmamii B mexax OIl
(BigmoBine "Tak" oOupaeThcs Isi aBTOMaTH30BaHMX cucteMm kiacy "3", Bigmosimp "Hi"
oOupaeThes U1 aBTOMaTU30BaHUX CUCTEM Kiacy "2");

MiAKII0YeHHS 10 Mepexi [HTepHeT abo 10 iHmMX iHpOpMaNiiHO-KOMYHIKAllIHHUX CUCTEM
(mami - IKC), sixi He BXoaaTh a0 ckiaaay OIl. V pasi migkimtoueHHs 10 Mepexi [HTepHeT BKazatu
MOBHE HAlIMEHYBaHHS MMOCTaYaIbHUKA eIEKTPOHHUX KOMYHIKAI[IHHUX Mepex Ta/abo mociyr 1 4u
Ma€ TOCTAa4YalbHUK EJEKTPOHHUX KOMYHIKALIMHUX Mepex Ta/abo MOCIyr 3axXWIIeHl BY3/H
JOCTyMy N0 TI00aThbHUX MEpeX Tepenadi JaHWX 31 CTBOPEHUMH KOMIUIEKCHUMH CHUCTEMaMH
3axucTy  iHGopmamii 3  MATBEPDKEHOK  BiAMOBIAHICTIO, mepemk  [P-ampec, mro
BUKOPUCTOBYIOTBCSI, Ta KOHTAKTHI JaHI MMOCTAYaJbHHUKIB €JIEKTPOHHUX KOMYHIKAIlIHUX Mepex
Ta/abo mociyr (Homep Tenedony, e-mail aapeca). Y pasi migkmouenHs no iHmux IKC, sxi He
BXOIATh 10 ckiaxy OIl, ame MmawooTh ¢i3W4YHE MiAKIIOYEHHS 10 HBOTO, BKA3aTH IIOBHE
HaiimeHnyBaHHs Takux [KC;

BUKOpHUCTaHHA Oe3apoToBux TexHosorid (Wi-Fi, Bluetooth Tomro). ¥V pasi BUKOpUCTaHHS
BKa3aTy, 110 caMe. Y BHUIAJKY, SKIIO B EPENTiKy HE 3a3Ha4eHO HEOOX1THOIO BapiaHTY, - BIIUCATH;

B3aemoist OlI 3 inmumu OIl, a came otpumanHs OII KUTTEBO BaXITMBUX TOCITYT Bifl 1HITNX
OII (OKII), nenananus sikux BrunHe Ha GyHkuionyBanas OIl. Haganns OII KUTTEBO BaXJIMBUX
nociyr iHmmM OIIl (OKII), HeoTpumaHHs SKUX BIUIMHE HA iX ¢GyHKIIOHyBaHHsS. ONHCcaTH IO
B3a€EMOJIII0, BKa3aTu MoBHe HaiiMeHyBaHHs iHIIoro OII, ynikaneamii ineHtrdikatop OKII (3a
HasIBHOCTI1) Ta KOHTaKTHI JaHi (HoMep Tenedony, e-mail agpeca);

aTecTaT BIAMOBIIHOCTI KOMIUIEKCHOI cuctemu 3axucty iHopmamii (mam - KC3I) OII abo
pesynbratu Hesanexxnoro aynuty OKI (3a HasBHOCTI). Y pa3i HAsSBHOCTI arecTaTta BiJIOBIIHOCTI
KC3I OKII a6o enementa OKII, 3a3HaunTt sikuii came (Ha 110 caMe BUAaHUHN aTecTaT, HoMep, AaTta
Ta KUM BuJaHui). Bkazatu HomMep Ta gary cepTudikaTa BiANOBIAHOCTI Ta/abo 3BITY 3a
pe3yabpTaTaMu He3aJaeKHoro ayauTy iHdopmariiinoi 6e3nexu Ha OKI, BUCHOBOK 3a pe3yibTaTaMmu
ayauTy. 3a HasSBHOCTI 1HIIOTO JOKYMEHTa, 1o 3acBiguye BigmosimHicte KC3I OKII, B rpadi
"[xmre" 3a3HaYNTH, IKUH caMe;

B3aeMOJisl 3 TwaTopmMaMu OOMiHY iH(OpMALI€ II0A0 IIKIUIMBOTO IPOrPaMHOTO
3abe3neyeHHss (MISP CERT-UA, MISP-UA a6o inmi 3 mepeniky) (3a HasBHOCTI), 1 3 SIKOIO
(sskuMmu) came. B pasi, Ko B meperniky He 3a3HaueHo MmIaTgopMu oOMiHy iH(pOpMAIIi€o 00
IIKIITTABOTO MTPOTPaMHOTO 3a0e3MeUeHHs], 3 KO € B3aeMois, B rpadi "[nma" 3a3HaunTH, sika
came;

B3aeMoJisi 3 KkomaHaamu pearyBaHHs Ha KiOepinuuaeHtH (CERT, CSIRT Tomro) (3a
HasIBHOCTI). Y pasi, SKILO €, BKa3aTH HallMEHYBaHHS KOMAaHJU pearyBaHHs Ha KiOEpiHIIMJIEHTH,
TUI 32 (POPMOIO BIACHOCTI (BUOPATH 3 MEPENiKy), THUI 32 HAJEXKHICTIO (BUOpaTH 3 MepelniKy) Ta
KOHTaKTHY iH(popMariro (Homep Tenedony, e-mail agpeca) 3a3HaueHOI KOMaHAN pearyBaHHS Ha
KiOepiHIIMACHTH;



B3a€MO/is 3 IeHTpamH yripaBiiHHs 6e3nexoro (SOC). Y pasi, K110 €, BKa3aTH HallMEHYBaHHS
HEHTPY YNpaBliHHSA O€3MEeKOI0, THUM 3a HAJIEKHICTIO (BMOpaTH 3 TEpeNiKy) Ta KOHTAKTHY
iHdopmartito (Homep tenedony, e-mail agpeca) 3a3aauenoro SOC;

BUKOPHCTAHHS MIPOTPaMHUX Ta/a00 anapaTHUX 3acO01B:
a) 1110 MAIOTh IIOXO/KEHHS a00 BUTOTOBJIEHI JIEPKABOIO-arPECOPOM;

0) BUTOTOBICHUX (I3UYHUMHU ab0 HOPUIUYHHUMH OCOOAMH, IIOJ0 SKUX 3aCTOCOBAHO
MePCOHAJIbHI CTICT[iaIbHI €KOHOMIYHI Ta 1HII 00MeXyBabH1 3aX0H (CaHKIIT) 3T1HO 13 3aKOHOM
VYkpainu "[Ipo cankuii";

B) OTPUMAaHMX Ha O€30IIaTHIN OCHOBI Bifl iI3MYHUX a00 FOPUIUIHUX OCiO.

V pa3i BUKOpUCTaHHS HEOOXiJHO BKa3aTW HAa3BU MPOTrpaMHHUX Ta/ab0 amapaTHUX 3aco0iB,
KOMIaHii-po3po0HMKa, KOMITaH1I-IOCTaYalbHIKA, KOMITaHii, 0 3A1HCHIOE MIATPUMKY TaKOTO(HX)
3aco0y(iB), HasgBHICTh IUJIaHY IO 3aMILEHHIO TaKoro(ux) 3aco0y(iB) (s miamyHkTiB "a" 1 "6"),
OpIEHTOBHI TEPMiHH 3aMillleHHs TaKoTo(ux) 3aco0y(iB) (ans miamyHkTiB "a" 1"0");

nepeBipka eeKTUBHOCTI 3ax0AiB 11010 3axucTy OII Bij 30BHIIIHHOTO TPOHUKHEHHS MIITXOM
BUKOHAHHSI TECTiB Ha MpoHUKHEHHs (Penetration test). Y pa3i mpoBeneHHS TaKOro TECTyBaHHS
HEOOXiTHO CTHCIIO OIUCATH NPOBEICH] 3aX0/IU Ta PEe3yJIbTATH;

BUKOPUCTAHHS MEXaHI3My 3[1HCHEHHS MOUIYKY Ta BMSIBJICHHS NOTEHLIWHOI BpPa3IMBOCTI
iHpopMaliiHUX  (aBTOMAaTU30BaHMX), EJICKTPOHHHUX  KOMYHIKalidHHX, iH(popMaliiHo-
KOMYHIKAI[IHHUX CHUCTEM, CJIIEKTPOHHUX KOMyHiKamiiiHux wmepex (Bug Bounty). YV pasi
BUKOPUCTAHHS TAaKOTO MEXaHi3My HEOOXIJHO CTHCIO OMMCATH BXKHTI 3aXOJIU Ta pe3yjbTaTH, a
TaKOX 3a3HAYUTH MOCHUJIAHHS Ha MyOJII4HY IMPOMO3UIIIO0, /1€ BUCTABISIETbCA MOBHA 1H(OpMaIlis
(BimmoBimHO n0 nyHKTY 6 Ilopsiiky mOmIyKy Ta BHSIBJIEHHS TOTEHLIHHOI Bpa3iMBOCTI
iHpopMaLIiHUX  (aBTOMAaTU30BAHMX),  E€JIEKTPOHHUX  KOMYHIKalidHUX, 1H(GOpMaliiHO-
KOMYHIKaIL[IHHUX CHCTEM, €JIEKTPOHHUX KOMYHIKAIIMHUX MEpexk, 3aTBEPPKEHOr0 MOCTaHOBOIO
KabGinery MinictpiB Ykpainu Bizx 16 tpaBus 2023 poky Ne 497).

Taxox B myHkTi 2 [InaHy 3aXUCTy pO3MILTYETHCS:
PHUCYHOK 3arajibHO1 (yHKITIOHaTIbHOI cxemu cuctemu (mepexi) OKI;

onuc 3arainbHOi (PyHKIIOHANMBHOI cxemu cucteMu (Mmepexki) OKI ta texnosorii oOpoOku
iH(pOopMallii, e HagaeThes CTUCHM onuc podoTu cuctemu (Mepexi) OKI (He mae mepeBuIyBaTH
JIBOX CTOPIHOK). MaroTh OyTH onucaHi OCHOBHI ()YHKIII1, 3aBJaHHs, TPUHIIUIN (YHKIIIOHYBaHHSI,
TEXHOJIOoTii 00poOKH iH(popMaIllii, BIUTMB Ha HAJaHHS JKUTTEBO BXIMBOI(MX) (yHKii(if) Ta/abo
nocyru(r) OKI. Onuc Mae naBatu 3araiapHe ysBIeHHS mpo cuctemy (mepexy) OKI.

4.V tabmumi 6 myHkty 3 Ilmany 3axucTy 3a3Ha4arOThCS BJIACTUBOCTI MPOEKTHUX 3arpo3
HAI[IOHAJILHOTO, CEKTOPAILHOTO Ta 00'€KTOBOTO (y pa3i HAssBHOCTI) PiBHS.

5. 3BaranpHUI TIOPSIIOK pearyBaHHA Ha KiOepaTakw/KiOEpiHIUICHTH, KU TependadyeHuit
nyHKTOM 4 [lnany 3axucry, po3po0uise miapo3ait abo mpru3HadeHi 0cOOH, Ha SIKUX MOKIIAIa€ThCS
3a0e3nedYeHHs 3aXUCTy iHpOopMaIlii Ta KOHTPOJIb 3a cTaHoM Kibep3axucty OKI.


https://zakon.rada.gov.ua/rada/show/1644-18
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OCHOBHOKO ~ PEKOMEHJIAIlIE}0 € BUBYCHHS Ta  JIOCHI/DKEHHS  CyYaCHMX  BHJIIB
KiOepaTak/KiOepiHIIUACHTIB, PO3pPOOJICHHS METOMIB 1 MeXaHi3MiB 3amoOiraHHs Ta MPOTUAIL
MOXTMBUM KiOepaTakam/KiOepiHIIUIeHTaM Ha MOCTINHINA OCHOBI.

[Ticns BusiBieHHS KiOepaTaku/KiOepiHIUAEHTY TOIIIBHO:

BU3HAYUTH KaTeropiro (piBeHb) KPUTHYHOCTI KiOepaTaku/KiOepiHIMIEHTY Ha MOTOYHHUN
MOMEHT BiJIIOBITHO JI0 TPHOX KPUTEPIiB KPUTHIHOCTI KiOepaTaku/KiOEPpIHITUACHTY BiIITOBITHO JI0
nyHKTY 5 posainy III MeTtoguuHux pekoMeHallii Mmoo pearyBanHs cy0'ekTaMu 3a0e3MeueHHs
KibepOe3nekyn Ha pi3HI BUAM TOMIM y KiOepmpocTopi, 3aTBEp/KEHUX Haka3zoM AIMiHiCTparlii
Hepxcnen3s's3ky Big 03.07.2023 Ne 570 (mani - Metoauuni pexomenaaiii Ne 570);

noinopMyBatu mpo KibepaTaky/KiOEpiHUUAECHT YpPsJOBY KOMaHIy pearyBaHHA Ha
koMmm'torepHi Haja3BuuaiHi noaii Ykpainu CERT-UA (y pasi HasBHOCTI - rajgy3eBy KOMaHIY
pearyBaHHsl Ha KOMI'IOTepHI Ha/a3BHUaiiHi MoAil), a Takox CHUTyallifHUN LeHTp 3a0e3nedeHHs
kibepOesnexkn CBY abo BiAMOBimHMIA MiApPO31ia perioHamsHoro oprany CBY (BiamoBimHo 10
NYHKTYy 8 3aragpHUX BHUMOI [0 KiOep3axucTy o00'€KTiB KPUTUYHOI 1H(PACTPYKTYypH,
3aTBepkeHnX noctaHoBoro Kabinery MinictpiB Ykpainu Bix 19.06.2019 Ne 518);

BXXHUTH HEBIIKIAJHUX 3aXOiB 3 HEHTpai3amii/3MEeHIICHHS NOTEHIIHHOTO HETaTHBHOTO
edekTy Bim peamizamii KiOepaTaku/KiOCpIHIMACHTY BIANMOBIIHO a0 po3airy IV MeroguyHux
pexomenaaiii Ne 570;

BXXHTHU 3aXOJiB Ul BIJIHOBJICHHS IITAaTHOTO PEXHUMY (YHKIIIOHYBAHHS HUISXOM YCYHEHHS
IHIMJEHTY 1 TOM'SIKIIEHHS HACHIAKIB BiJ peanizamii kibep3arpo3 abo IHIIUX YMOB, SIKUMH
CKOpPHUCTaBCS 3JI0BMHUCHHUK ab0 Ipynu Takux oci0 BiAmoBiaHO A0 po3auty V MeroauuHux
pexomenaiiit Ne 570;

NOM'SIKIIUTH HACTIAKM BiA peamizamii kidep3arpo3 Ta iHIIMX YMOB, SKUMH CKOPHCTaBCS
3JIOBMHUCHHK, BIMOBITHO 10 po3airy VI Meroauunux pekomenaiii Ne 570.

BinnosigHo 10 ocoOnuBocTel (YyHKIIOHYBaHHS Ta 3aTBEPAKEHUX 1HCTPYKIIN pearyBaHHS
Ha Ki6epiniuaeHTn Ha OKI pexoMeH10BaHO OMKMCaTH CTUCIIE BUKJIAAECHHS Jii, 110 BAKOHYIOThCS
Ha OKIL.

6. [Tnan ki6ep3axucry OKI, nependauennii mynkrom 5 [Inany 3axucty, MiCTUTh MiHIMAJIbHUH
Hallp 3aBIaHb, SKIi B Tepury 4depry (aje He OOMEXYKYHUCh HUMHU Hajaall B AISUTBHOCTI 3
MiABUIIEHHS piBHA KiOep3axucTy KPUTUYHOI iH(POpMALiifHOI 1HPPACTPYKTypH) MaroTh OyTH
BNpOBaKeH1 a00 3arutanoBani 1 BripoBapkeHHst Ha OKI. [Tnan kibep3zaxucty OKI nependayae
5 kiaciB 3aBnanb kibepsaxucrty ("Inentudikanis pusukiB kidepoesnexku (ID)", "KibGepsaxuct
(PR)", "BusBnenns kioepiamuaeHtiB (DE)", "PearyBamns ©Ha kiOGepinmuaenta (RS)",
"BigHoBnenHs crany kioepoesneku (RC)"), KOoXHUII 3 SKMX MICTHTb Kareropii 3axofiB
Kibep3axucry.

Knac "Inentudikanis pusukis kidbepoOesnexku" (ID) Mae Ha MeTi PO3BUHYTH PO3YMIHHS TOTO,
SK Kpallle KepyBaTl pU3MKaMu KibepOe3neku AJsi CUCTEM, PeCypcCiB, AAHUX Ta MOKJIMBOCTEH,
TOOTO BU3HAYUTH, SIKI IPOLIETypH Ta 1H(OpMalliliHI aKTUBH OTPeOYIOTh 3axucTy. Bin nependauae
3aXO0JM I110JI0 1HBEHTapH3allii armapaTHOTO Ta MPOTPAMHOr0 3a0e3MeUYeHHs, CTBOPEHHS MOJITHK
KibepOe3nexy, ineHTr(ikarii 3arpo3 Ta Bpa3IuBOCTEH TOIIIO.
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Knac "Kibepzaxuct" (PR) pexomenmye 3amoOixHI 3ax0au AJis 3aXUCTy, TOOTO BU3HA4ae
TSUTBHICTH 13 pO3pOOKM Ta BIPOBAPKEHHS BIAMOBIIHUX METOAIB, 3aco0iB, MpOLEIYp
Kibep3axucTy s 3a0€3MeUeHHsT CTIMKOro, Oe3MepepBHOIO Ta OE3MEYHOTO HAJaHHS KUTTEBO
BayxmBUX (yHKIINH Ta/abo mociyr. Lli 3axoam M03BOJISIOTH OOMEXHTH a00 CTPUMATH BILIWB
kibepinnuaeHTiB. OCHOBHHMHM 3aX0J[aMH € KepyBaHHs JOCTYIIOM JI0 iH(pOpMaIiifHIX aKTHUBIB Ta
iHpopmanii, 3axucT iHGOpMAIii, peryyisipHe CTBOPEHHS PE3EpPBHUX KOIIii, 3aXHUCT arnapaTHOTO
3a0e3nedYeHHs, KepyBaHHs Bpa3JIMBOCTSIMH, HABYAHHS KOPHCTYBadiB, 301p 1 30epiraHHs KypHaJIiB
(JToriB) peecTpariii Mol TOIO.

Knac "Bussnenns kioepinnunenTis" (DE) micTuTh 3ax01u, 110 JOMIOMAaratoTb po3poOUTH Ta
BIPOBAJUTH BIAMOBIAHI 3aX0IW JIsi CBOEYACHOI iAeHTHdIKaIii KidepinmuaeHTy. Hampuknan,
TECTYBaHHs Ta OHOBJICHHS MPOILIECIB BUSBJICHHS, BEJECHHS Ta MOHITOPHHI >XypHalliB (JIOTIB)
peecTparii noii, po3yMiHHs BIUIMBY KIOEpIHIIUIEHTIB, BIACTEKEHHS OTOKIB JJaHUX.

Knac "PearyBanns ©a kibOepinmumentu" (RS) MicTuTh 3axomam MO0 pPO3pOOKH Ta
BIPOBAKEHHS 3aXO0JIB JJIs pearyBaHHs Ha KiOCpIHIIMICHTH Ta KibepaTaku. Peamizamis 3axo/iB
CIpSIMOBaHA HA 3HIDKEHHS IMOTCHIIIMHOTO HETaTUBHOTO BIUTUBY KIOCPIHIIMACHTY Ha HaJaHHS
KUTTEBO BAXKIUBUX MOCIHYr Ta (YHKI[IH, HAIIPHKIAJ, CTBOPCHHS, TECTyBaHHS Ta OHOBJICHHS
IUTaHIB pearyBaHHs, KOOPAWHAIIS BHYTPIIIHIX Ta 30BHIIIHIX 3alliKaBI€HUX CTOPIH TOIMIO.

Knac "BigHoBnenns crany kibepOesmexkn" (RC) momomarae po3poOWTH Ta BIPOBAIUTH
BIJIMTOBI1/THI 3aX0/IM IS MIATPUMAHHSI CTIHKOCT1, CBOEYACHOTO BiTHOBJICHHSI IITATHOI pOOOTH TICIIS
KiOEpIHIUAEHTY Ta 3MEHIICHHS HETraTMBHOIO BIUIMBY KiOepiHUUAEHTY. TakuMu 3axoAaMu €
po3poOJIeHHsI, TECTyBaHHS, OHOBJICHHS IUIaHIB BIJIHOBJIEHHS, KEPYBaHHS 3B'SI3KaMu 3
IPOMAJICHKICTIO, BIJHOBJICHHS pemyTauii micis KiOepiHIUAEHTY, a TaKOXX CHUIKYBaHHS 3
BHYTPILIHIMU Ta 30BHIIIHIMU 3allIKaBI€HUMU CTOPOHAMHU.

VY Ilnani kibep3axucty pekoMeHa0BaHO 3amoBHUTH Tabmumi 7 - 11 Ilmany 3axucry, ne
OMUCYEThCSI TIOTOYHUN CTAaH BHUKOHAHHS 3aBJaHb KIOEp3aXWCTy Ta HasiBHI pecypcH, a sK
MiATBEP/KCHHS BKAa3aTH HAa3BY IOKYMEHTA, HOMEp Ta JIaTy PeecTpallii, B SKOMY HiATBEPIKYETHCS
BUKOHAHHS 3aBHaHHs kibep3axucty. [lns 3amoBHeHHs monst "IloTOyHMI cTaH BUKOHAHHA
3aBIaHHA (peani3oBaHO / HE peali30BaHO) Ta HAasBHI pecypcH’ MOIIIBHO BHUKOPHUCTOBYBATH
MeroauuHi peKoMeHAAIll 1010 MiJBUIIECHHS PIBHSA KiOEp3aXWCTy KPUTHYHOI 1H(POpMAIiiHOT
1H}pacTpyKTYypH, 3aTBEp/pKeH1 HakazoM AnMiHicTpanii Jepxcnenss's3ky Big 06.10.2021 Ne 601.
VY pa3i HasBHOCTI CEKTOpaJIbHUX BUMOT a0O CTaHIAPTIB, a00 PEKOMEHMAIlIN, 3aTBEPKEHUX
BIJMIOBITHOIO MDKHAapOgHOK opranizamiero (Hampuknang, MAIATE, IKAO tompo), nepex
3anoBHeHHsM Tabmumi 7 Ilnany kibep3axucTy HOIIIBHO HABECTH TMEPENTiK BIAMOBITHUX
CEeKTOPAJIbHUX JOKYMEHTIB Ta crocib ix BpaxyBanHs mo10 OKI, 1is skux Bonu nependayesi. [Ipu
IbOMY, SKIIO 3aX0AM OE3MeKH 3aCTOCOBYIOTbCS TOCTIHHO, PEKOMEHIOBAHO HABOIUTH
MiATBEP/KEHHS 1bOT0. Takok BapTO 3a3HAYMTH 3aIUIAHOBAHI 3aXOJAW Ul BUKOHAHHS 3aBJaHb
Kibep3axucTy, BH3HAYUTH Ta BKa3aTH BIJMOBiadbHy OCOOY 3a iX BHUKOHAHHS, 3a3HAYUTH
3alUTAaHOBAaHMK TEepMiH Ta JOJATKOBI pecypcu s peanmizamii 3amjaHOBaHMX 3aBJaHb
Kibep3axucry.

V¥ Bunaznky, axio B [lnani 3axucty 6yae onucano nekinpka Oll, 060B'13Kk0B0O 3a3HaYaTH HOTO
Haj3BYy.

Tabmumst 7 mynkry 5 IlmaHy 3axucCTy 3allOBHIOETHCS INIJISXOM ONHMCAHHS BUKOHAHHS
HACTYITHUX 3aBJaHb 13 KIOEp3axXUCTy:



3aBnanns 1. [IpoBectu ineHTHdiIKALIO iHGOPMALIITHUX, TIPOTPAMHUX Ta arlapaTHUX PECYPCiB
(mporpaMHHX Ta amapaTHUX KOMIIOHEHTIB, 3MIHHUX (30BHIIIHIX) IPUCTPOIB Ta HOCIIB iHpOpMarii
Tomio). JloIiapHO TPOBOAWTH IHBEHTapHU3aliio iH(GOpPMAIIHHUX Ta OIepalliiHUX aKTHUBIB, HE
piame HiXx pa3 Ha pik. /|11 BUKOHaHHS IIbOTO MOXYTh OyTH 3aIUIaHOBaHI Taki 3aXO0/IH:

IPOBE/ICHHS IHBEHTapH3allil ychoro iHpopmauiiHoro Ta onepaiiiinoro odnagHanss. baxxano
3adikcyBaTH y JOKyMeHTI, BusHaueHoMy kepiBHMLITBOM OKI, pe3ynbpTatu iHBeHTapu3aiii Ta Bci
CKJIaJIOB1, sIK1 OEpYTh y4acTh y TEXHOJIOTTYHOMY Mpolieci 00poOKku Ta BIuMBaroTh Ha 6e3nexy OKI:
ToyHO omucye motoyHy Mmepexy OKI, oxorutmroe Bci kommoHeHTH B Mexax akpenutarii OKI,
BHU3HAUa€ PIBEHb JEeTalli3allii, SK1il BBAXKAETHCS HEOOX1THUM JUIS BiJICTEKEHHS Ta 3BITYBaHHS;

O0a)kaHO CTBOPUTH KaJleHIApPHHWHM IJIaH 3MIH YChOro iH(OpMAaIiHHOTO Ta OmNepariiHoOTro
obmagnanns OKI.

3apnanus 2. CtBoputy miapo3ain (abo HMpuU3HAYUTH TOCaZoBYy 0coly) 3 iHpopMarliiiHol
0e3mneKu, 110 BIANOBIIA€ 3a MOMTUKY 1HGopMaliiiHoi 6e3neku, npuitHaTy Ha OKI, Ta koHTpoIsb 32
il morpumanusaM. [Tigpo3ain abo mocagoBa ocoba MOBUHHI OyTH MIAMOPSAKOBaHI O6e3MocepeIHbO
kepiBHUKY OKI. baxxano BusHauntu 0608's13ku nepconairy OKI, BimoBigaqbHOTo 3a MjaHyBaHHS
JisUIbHOCTI 3 KiOepOe3mneku, Ta 3a0e3MmednTi Horo pecypcamu Al BUKOHAHHS TakKoi AisJIbHOCTI.
Ha BukoHaHHS 1IbOTO 3aBAaHHS MOXKYTh OyTH 3aIUTAHOBAHI TaKi 3aXO/H:

Ha OKI 3aTBepAuTH MOJTOXKEHHS PO BU3HAYCHHSI KEPIBHOT ITOCAI0BOT 0COOH, BiIIIOBITaTbHOT
3a kibepOesneky Ha BcboMy OKI, B TOMy 4HCITi CUCTEM YIIPaBIIiHHS TEXHOJOTIYHUMH MTPOIIECAMH,
a TaKOXX CHCTEM, 110 BIUTMBAIOTh Ha Oe3neky ¢ynkiionysanns OKI;

3aTBepaUTH (yHKUIOHANBHI 000B's13ku mepcoHany OKI mono mimaHyBaHHS JiSUIBHOCTI 3
Ki0epOe3nexku Ta 03HaHOMUTH 3 HUMU;

BU3HAYUTU TEPMIH TMEPErJIALy Ta OHOBJICHHA JOKYMEHTIB 3 Opraizamii IisuIbHOCTI
BIIMOBIIaJIbHOT 0coOM 3a KibepOe3neky Ha Bchomy OKI, B TOMy 4mcIli cHCTEM YNpaBIIiHHSI
TEXHOJIOTIYHUMHU MPOIIECAMH, a TAKOXK CUCTEM, IO BIUTMBAIOTH Ha Oe3reky ¢pyHkuionyBanus OKI;

BU3HAauuTH mepenik nepconany OKI, BianmoBijanbHOro 3a IUTaHYBaHHS MAiSUIBHOCTI 3
Ki0epOe3nexu.

3apnanns 3. 3a0e3neuuTH HalexXHy B3aemonito miaposniniB IT Ta kibep3axucty muiaxom
po3pobnenns [lopsanky B3aemoii Ta 00MiHy iHDoOpMarttiero Mmix miaposaiaamu [T Ta kibepzaxucty
3 ypaxyBaHHSIM OBHOB)XEHB M1IPO3/ILTIB ITiJ Yac pearyBaHHs Ha KiOEPIHIUACHTH.

3apnanus 4. OnpaioBaTH BIUIMB BIJOMUX BPa3JIMBOCTEH, TOOTO BUMPABIATH a00 IHIIUM
YUHOM MOM'SKIIYBaTH MPOTITOM BH3HAYEHOI'O MPOMIKKY Yacy yci BiJIOMI BHKOPUCTOBYBAaHI
Bpa3JIMBOCTI y CHCTEMax, L0 MHiAKIIOYAIThcs A0 Mepexi IHTepHeT, B mepury dYepry Juis
BaxuBimuX iHpopmariitnux aktuBiB OKI. [ly1s BUKOHaHHS 3a3HAUYEHOTO 3aBJIaHHS MOXYTh OyTH
3aIlTaHOBAaHI 3aX0JIH:

CKaHyBaHHS Ha HAasBHICTb BpaszIMBOCTEeH B iH(MOpMAIHIA CHCTEMI Ta I1HCTAJIHOBAHHUX
3aCTOCYHKAX IOTHIKHS Ta KOJU BUSBIISIOTHCSI HOB1 BPA3JIMBOCTI, SIKi MMOTSHIIIIHO BILUTUBAIOTH HA
cuctemy (mepexy) OKI;



BUSIBJICHHS, BUIIPABJICHHS Ta MOB1IOMJIEHHS PO HEAOMIKH CUCTEMH, 1110 MiIKI0YAI0ThCS 10
Mepexi [HTepHeT, BpaxoBYIOUH PU3HUKH B MIEPITY YEPry U BXKIUBIINX iHPOPMAaLiHHUX aKTHBIB
OKI;

BUITPABIICHHS IOMUJIOK B OpraHi3aIlifHOMY MPOIIEC YIPaBIiHHS KOHITYpaIli€to.

3aBnaHHs 5. 3aMy4ydTH CTOPOHHIO OPTaHi3aliio A TPOBEACHHS HE3ICKHOTO ayJIUTy
indopmariiinoi Oe3neku. 11 BUKOHAHHS 3a3HAYEHOTO 3aBJIaHHS MOXXYTh OYTH 3aIlsTaHOBaHI
3aXOIH:

PO3pOOUTH IUIaH OLIHIOBAaHHS O€3IMEeKU Ta MPUBATHOCTI, KU OMUCY€ cepy i OXOIUTIOE:
3aXO0/IM 3aXUCTY Ta MMOCUJICH] 3aX0H, IO Mi/UIATa0Th OLliHIOBAHHIO;

MPOIIETypH OIIHIOBAHHS, SKi BUKOPUCTOBYBAaTHMYThCS JJIsi BA3HAUYCHHS 3aXO/IiB;
CEpEeIOBUIIE OI[IHIOBAHHS, TPYITY OLIHIOBAHHSI, POJIi i 00OB'SI3KH 3 OI[IHIOBAHHSI.

3apnanHs 6. 3a0e3neunTy pearyBaHHs Ha iHQOPMYBaHHs MMOCTa4aJbHUKAMH PO BUSBIIEHI
HUMU THIUAEHTH. [[7151 BUKOHAHHS 3a3HAYEHOI0 3aBJIaHHS MOXKYTh OyTH 3aIlJIaHOBAH1 3aXO0/IU:

3aTBEpKEHHS JIOTOBOpY Ta mnpouenypu iHpopmysanas Mix OKI ta mocrtauansHUKaMu 1mpo
IHITUJIEHTH Oe3IEKH;

BHU3HAUEHHS Ta 33JI0KYMEHTYBAHHS OpraHi3alliiiHOro Harjisjay, MOBHOBA)KEHHS Ta 00OB'SI3KH
KOPHCTYBaYiB 1[0JI0 TOCTA4YaIbHUKIB ITOCIYT Ta HapTHEPIB;

OI_IiHKa Ta NICPCIIIAA pI/ISI/IKiB JJaHIrora nmoCTra4d4aHH:I, MOB'A3aHUX 3 MOCTAYaJIbHUKaMu abo
HiI[pSII[HI/IKaMI/I, CUCTEMOIO, CUCTCMHHUM KOMIIOHCHTOM a00 CHCTEMHOIO MOCJIYyIrorw, {IKy BOHH
HagaroTb.

3aBnanHa 7. 3abe3neunuTy pearyBaHHs Ha 1H(QOPMYBAaHHS MOCTayalbHUKAMHU PO BUSBJIEHI
HUMHM Bpa3IUBOCTI. J{J11 BUKOHAHHS 3a3HAUEHOT0 3aBJaHHs MOXYTh OyTH 3aIlUIaHOBaHI1 3aX0/U:

32 MOXIIMBOCTI YKJIACTH JIOTOBIp Ta Mporeaypu iHGpopMyBaHHS MOCTa4YaIbHUKIB MOCTYT Ta
MapTHEPIB PO THIUIACHTH OE3MEKH;

OIlIHKA 1 TMEperyisii PU3MKIB JIAHIIOTAa TOCTAa4aHHS, TOB's3aHI 3 MOCTadajJbHUKaMU abo
MIAPSTHAKAMHA, CHCTEMOIO, CHCTEMHUM KOMITOHCHTOM a00 CHCTEMHOIO MOCIYroi0, SKY BOHH
HAJ1aX0Th.

3aBmanHs 8. 3aTBEpAMTH BUMOTH MI0JA0 KiOepOe3leKkw 10 TMOoCTadyadbHUKIB TOCIYT Ta
napTHepiB. J{7s BUKOHAHHS 3a3HAYCHOTO 3aBJIaHHS MOXKYTh OyTH 3aryIaHOBaH1 3aX0/IH:

pO3pO0IeHHS, 3aTBEPIKEHHSI Ta BUKOPUCTAHHS CTpaTerii npuadaHHs Ta METOIU 3aKYIIiBElb,
JUTSsI 3aXUCTY B1JI 3arp03 B JIAHI[F031 TOCTAYaHHS BU3HAYUTHU Ta TIOM'SIKIIIUTH iX;

OILIIHKA 1 Teperjsii 3arpo3 JaHIora MOCTadyaHHs, MOB'S{3aHUX 3 TOCTadyalbHUKaMu abo
HiAPAAHUKAMHU, CUCTEMOIO, CUCTEMHUMH KOMIIOHEHTaMM a00 CUCTEMHOIO IOCIIYro0, sIKYy BOHH
HaJAl0Th.

Tabnuns 8 y myHkTi 5 [lnany 3aXucTy 3alOBHIOETHCS [UTSIXOM ONMMCAHHS BUKOHAHHS TaKUX
3aBaHb 13 KIOEp3axucCTy:



3aBnanHa 1. 3arBepauTu mpouenypy ineHTudikamii Ta OararodakTopHOi aBTeHTHdIKALT
KOPUCTYBaYiB Ta aJIMiHICTPATOPiB (MaposibHA MONITHKA). PEKOMEHIy€eThCSl BIPOBAAUTH MOJIITUKY
Ta/abo mpouec ais Bchoro OKI 1010 3MiHM apoIiB BUPOOHUKA 33 3aMOBYYBAHHAM - JUTSI OY/Tb-
SIKOTO/BCIX amapaTHUX 3aco0iB, MPOrpaMHOro Ta iH(OPMAIHOTO Mepen MiIKIIYESHHSIM J10
BHYTPIIIHLOI YM 30BHINIHBOI Mepexi. [l BHUKOHAHHS 3a3HAYEHOTO 3aBIaHHSI MOXYTh OyTH
3aIIaHOBaHI 3aXO0/Iu:

YIpaBIiHHS NapoJIsIMHU IUISIXOM: MEPEBIPKH, SIK YACTHMHU MOYATKOBOT'O PO3MOALTY MAapoiB,
0co0u, TpymH, poJii a00 MPUCTPOIO, IKUH OTPUMYE TAPOIIh; 3200pOHU TOBTOPHOTO BUKOPHUCTAHHS
napoJiiB; 3a0e3ledyeHHs BUKOPUCTAHHS MEXaHI3MIB TEpeBIpKM HAIIMHOCTI MapoiiB Ais iX
BUKOPUCTAHHS 32 TIPU3HAYCHHSM;

CTBOPEHHSI Ta peaji3allisi Npouexyp AIs NEPBUHHOTO PO3MOBCIOKEHHS MapoiiB abo
BTPA4YEHHNX/CKOMIPOMETOBAHHUX a00 MOIIKO/HKEHHX MapoliB, a TAKOX JJIS BIIKIIMKAHHS MApOJIiB;

3MiHa i Yac TMepuioro BUKOPHUCTAHHS MAapoJliB JJIs MPOTrpaMHOro Ta amapaTHOro
3a0e3neueHHsl, 3alPONOHOBAHUX PO3POOHUKAMH Ta OCTaYaIbHUKAMU;

3MiHA/OHOBJICHHS TIAPOJIIB y MIOMICSYHUN TEPMiH a00 KOJU (IKCYIOThCS KIOCPIHIIMICHTH;
3aXUCT BMICTY IIapOJIiB BiJ HECAHKIIIOHOBAHOT'O PO3KPUTTS Ta MOIU(IKALIif;

3MIHIOBAaHHS TAPOJIiB JIs1 O0JIIKOBUX 3aITMCIB TPYI/poield py 3MiHi poJieil B IUX 00JiKOBUX
3ammcax;

BCOACHHA CHI/ICKy qacTo BI/IKOpI/ICTOBYBaHI/IX 360 CKOMHpOMeTOBaHI/IX naponiB Ta OHOBJICHHSA
Horo;
3a00pOHa BUKOPUCTAHHS KOPUCTYBaYaMH 4YaCTO BUKOPUCTOBYBAaHUX 00 CKOMITPOMETOBAHHUX

napoJIiB;

30epiraHHs MapoJjiiB 3a JOMOMOIOI0 3aTBEPIKEHOI'0 aJTOPUTMY TELIyBaHHS, MEPEBaXKHO
BUKOPHUCTOBYIOUH KJIIOUOBY reli-(hyHKIIIO.

3apnanus 2. 3abe3neynT BUKOPUCTAHHS HaAIWHUX MapoiiiB. PEKOMEHI0BaHO BIPOBAIUTH
CHUCTEMHY TOJITHKY BHUKOPHUCTAHHS MAapoJIbHUX (pa3 MEHEKEPIB MapoJjiB, MO0 MOJETIIUTH
poboTy KopucTyBauaMm 30epiratv JOCTATHBO JIOBT1 Mapoji, a MPU TEXHIYHIH HEMOKIUBOCTI
3aCTOCYBATH Ta MPONUCATH KOMIICHCAI[IIHI €JIEMEHTH YIIPaBJIIHHS 3 PEECTPALIiIO BCIX CIIPOO BXOTY
no uux iHopmaniiiHux akTuBiB. [[s BUKOHAHHS 3a3HAYCHOTO 3aBJIAHHS MOXYTh OyTH
3aIJIaHOBAaHI 3aXO0IHU:

(dopMyBaHHS MOJITUKY BUKOPUCTAHHS NAapoJIbHUX (pa3 1 MEHEKEPIB MapoJIiB;
HaJIaHHS J103BOJTy KOPUCTYBa4yeBi BUOMPATH JOBT1 MapoJi Ta Gppasu.

3apnanHs 3. 3a0e3neuyBaTy YHIKAJIbHICTh OOJIIKOBUX JaHUX. JJI1 BUKOHAHHS 3a3HAYEHOTO
3aBJIaHHS MOKYTh OyTH 3aIlJITaHOBaHi 3aX0/IH:

(bopMyBaHHS MONITUKA BUKOPUCTAHHS MAPOJIBHUX (Ppa3 i MEHEIKEPiB MapoliB;

BE€/ICHHSI MOHITOPUHT'Y BUKOPHCTOBYBAaHUX MAPOJIIB Ul 00JIIKOBUX 3aIHCIB, IPOTpaM, CIIyk0
TOIIIO.



3aBaanHa 4. 3aTBEpIUTH MPOIEIYypy BYACHOTO BUAANEHHS OONIKOBUX AAHHMX 3BUILHEHUX
NpaliBHUKIB. PEKOMEHI0BaHO BBECTH MOMITUKY MIOAO MPOIETypH OJOKYBaHHS KOPUCTYBadiB Ta
JOCTYIIIB JI0 PECypCiB IMicisl 3BUTBHEHHS TMpaliBHUKIB. Jl0JaTKOBI 3axoauM IMMIOA0 O€3IMeKu
nepconany Hasezeni B HJ[ T3I 3.6-006-24 "Ilopsimox BHOOpY 3axo[liB 3axucTy iH(opMmarlii,
BHUMOTa I[OJI0 3aXKCTY SKOi BCTAHOBJICHA 3aKOHOM Ta HE CTAHOBUTH JEP>KABHOI TAEMHHUII, JUIS
iHpopmaniinux cucrem" (mynktu: PS-1 Tlomituka Ta mpouenypu kaapoBoi Oesmekw; PS-2
Busznauenns nocamoBoro pusuky; PS-3 IlepeBipka nepconany; PS-4 3BinpHeHHs nepcoHany; PS-5
[lepeBenenns nepconany; PS-6 Yroau npo noctym; PS-7 bBesneka 30BHIIIHBOrO niepconaiy; PS-
8 Kagposi caHkiiii).

3aBrmaHHs 5. YHEMOXKIMBUTH OTPUMAHHS 3I0BMACHUKOM TIPaB JIOCTYITY IO MIPHUBLJICHOBAHMX
OOJIIKOBUX JAaHUX aJMIHICTpaTOpiB ab0 KopHcTyBauiB. JlJis BUKOHAHHS 3a3HAYEHOTO 3aBJIaHHS
MOXKYTh OyTH 3aIIaHOBaH1 3aX0/IH:

BIIPOBA/KEHHS MIPUHIIUITY MiHiIMi3amii MOBHOBa)XEHb, KM J03BOJIE KOpHCTyBadaMm (abo
mporiecam, 1o 0Tk BiJl IMEHI KOPHCTYBadiB) 31MCHIOBATH JIUIIIEC TaKi aBTOPU30BaH1 3BEPHEHHSI,
AK1 HeoOX1/1H1 7151 BAKOHAHHS BU3HAYCHUX LiJIeH (Mpu3HavYeHHs, Micii), 3aB/laHb Ta (GYHKIIN;

PEKOMEH1yBaTH KOPUCTyBauaM CUCTEMHUX OOJIIKOBUX 3aMCiB a00 poJieit, siKi MaloTh JOCTYII
10 BU3HAUCGHUX (DyHKIIIN Oe3reku abo iH(popMallii, M0 CTOCYEThCs O0€3MeKH, BUKOPUCTOBYBATH
HeNpuBLIeHoBaHI 00JIIKOBI 3aIMCH YU POJIi i Yac AOCTYIY A0 HE3aXHUILEHUX (YHKIIINH;

00ME)XeHHS TPHUBiIICHOBAaHUX OOJIKOBUX 3aIHUCIB B CUCTEMI.

3aBgaHHA 6. 3IIHCHUTH pPO3MOALT Mepexi Ha (i3uyHOMYy Ta/abo JIOTTYHOMY piBHI
(cermeHTalito Mepexi) 1 OOMEXHUTH JOCTYNl MIDK CEerMEHTaMHM MEpeXi 3 BHUKOPHCTaHHIM
MDKMEPEKEBUX €KpaHIB a00 aHAJIOTIUHUX 3a (DYHKIIOHAIBHICTIO 3aCO0IB MEPEKEBOTO 3aXUCTY.
JUi1si BAKOHAHHS 1IbOTO 3aB/IaHHS MOXKe OyTH 3aIlJIJaHOBAaHO IPOBEIECHHS 3aX0/IiB I110/10:

3a00poHHM BCiX miaKiIro4YeHb A0 cuctemu (Mepexi) OKI 3a 3aMoBUyBaHHSM, SKIIIO BOHH HE
JI03BOJICHI SIBHO (Harpukiiaz, yepe3 IP-agpecy Ta mopT) Asst IEBHOT CUCTEMHOT (QYHKIIIT;

BCTAQHOBJICHHSI TpaBa JIOCTYMY 13 3aCTOCYyBaHHSIM MIiHIMQJIbHUX TMPUBLIEIB Ta PO3MOMALTY
000B'A3KIB.

3aBnanHs 7. 3a0e3MeunTH BUSBICHHS HEBJAIMX CHPOO BXOAY B CHCTEMY Ta MEPEBUIICHHS
TPaHUYHOI KUTBKOCTI cipo0 BBeACHHS mapodsi. [jiss BUKOHAHHS 3a3HAYEHOTO 3aBJIAHHS MOXXYTh
OyTH 3alUTaHOBaHI 3aXOAM, HANPHUKIIAMA, IUISIXU 3B'SI3KY MK €JIEKTPOHHUMH KOMYHIKalliHHUMH
MepeXaMu HaJIallTyBaTH Yyepe3 HalAITOBaHUN OpaHaMayep, 6acTioHHHH xocT, "jump box" abo
JIeMUTITApU30BaHy 30HY, IKa PETEIbHO KOHTPOIIOETHCA, 3aMMCY€ B MEPEKEBI KypHAIU MO Ta
J03BOJISIE 3'€JHAHHS aBTOPH30BaHUM KOPHCTyBauaM JIMIIE i3 BH3HAYCHWMH BiIIOBITHO IO iX
ponelt iHpopMaIiHHUMU akTUBaMU. [l BUKOHAHHS 3a3HAYEHOT'O 3aBJaHHS MOXYTh OyTH
3aIJIaHOBAaHI 3aXO0IHU:

3/IIHCHEHHS MapILPyTH3allii 10 30BHILIHIX MEPEX Yepe3 aBTEHTU(PIKOBaH1 IPOKCi-cepBEPH Ha
KepoBaHUX iHTepdeiicax;

ToTpuMaHHS (GOPMAaTIB IPOTOKOIIB;

3armo0iraHHsl BXOJAY CHUCTEM Yy HE3aXHWIIECHI CTaHW B pa3i aBapiifHOTO 3aBepIIeHHs poOOTH
MPUCTPOIO 3aXUCTY IEPUMETPA;



BU3HAYCHHS THUIIIB MOiH, SIKI CHCTEMa MOYKE PEECTPYBATH ISl MATPUMKH (YHKIIIT ayuTy;

BCTAHOBJICHHS OOMEXEHHS Ha BU3HAYCHY KIJTBKICTh MOCIIJOBHUX HEYCIIIIHUX CIIPOO BXOMY
KopucTyBada B cucteMy (Mepexxy) OKI Bpo1oBk BU3HAYEHOTO YaCOBOTO MEPIOaY;

aBTOMaTHYHE BUKOHAHHS OJIOKYBaHHS OOJIIKOBOTO 3alucy/By3nia, JTOKH BiH He Oyge
PO30I0KOBaHMI aJIMIHICTPATOPOM;

aBTOMaTM4YHE HaJCHUJIaHHA 0co0i Ta/abo MiApO3AlTy, IO BIJIMOBINAE 3a CTaH 3aXUCTY
iHpopMalii (3abe3nedeHHs iHpopmaliiiHoi 0e3nexn) Ta kidep3axucty OKII nosinomiienns, konu
KOPHCTYBa4yeM MEePEBUILIEHO MAaKCUMAIIbHY KUTBKICTh HEBJJAJIMX CIIPOO BXOY B CHCTEMY (MEPEKY)
OKII;

peecTparisi Ui OTpUMaHHS OOJIIKOBOTO 3amucy Ui JIOTIYHOTO JOCTYyIy Tmependadae
aBTOPH3ALIII0 PUBIICHOBAHOTO KOPHCTYBAYa;

OJIOKYyBaHHSI Ha BHU3HAYEHUI Yac MiO3pLIOro OOJIKOBOTO 3amucy Ipu crnpoli BXOAy 0
HBOTO.

3aBnanus 8. BnpoBamgutu G6ararodakTtopHy aBTeHTH(DiKaIi0. [[715 BUKOHAHHS 3a3HAYECHOTO
3aBJIaHHS MOXKYTh OyTH 3aIyIaHOBaHI 3aXOIH:

yHiKaJgbHa ieHTUdIKalis Ta aBTEHTH]IKallid KOpHCTyBadiB abo mporieciB, M0 JIIOTh Bif
IMEH1 KOpUCTYBauiB;

peaiizaris 6aratodakTopHOi aBTeHTUDIKAIIT AJIT TOCTYIY 10 MPUBLICHOBAHUX OOJIKOBUX
3aIlHCIB;

peamizamist ~ OararodakTopHOi  aBTeHTU(]IKamii  AJIA  BIAAAICHOTO  JOCTYMy [0
HEMpUBLICHOBAHUX OOJIIKOBHX 3alKCIB TaKOi, [0 OJUH i3 akTOpiB 3a0e3Meuy€eThCs MPUCTPOEM,
OKPEMHM BiJl CACTEMH, KU OTPUMYE TOCTYII.

3aBmanHa 9. BrupoBaguTe mporpamu MiJBUIICHHS O0I3HAHOCTI/HABYAHHS MPAIiBHUKIB 3
NMUTaHb 1HGoOpMariitHOoT Oe3reku Ta 3a0e3NMeYUTH MIOPIYHUN KOHTPOJb pPIiBHSA 0013HAHOCTI.
BrineHHs 1bOr0 3aBJaHHS MOXKJIMBE IIJISXOM IUIAHYBAaHHS TPOBEJACHHS HAaBYaHHS 3 THUTaHb
Oe3I1eKH Ta MPUBATHOCTI Ha OCHOBI POJICH 1J1s CIIIBPOOITHHKIB, sIKI OOCITYTOBYIOTh 200 3aXHUIIAI0Th
OKI:

nepesl aBTOpPHU3aLi€l0 JOCTyMy A0 cucTeMH, iHpopmalii a0 BUKOHAHHSM MPU3HAYEHUX
00OB'SI3KIB 1 IIOMICSYHO MHiCJIs [[LOT0;

KOJIM IIbOTO TTOTPEOYIOTh CUCTEMHI 3MiHH;
OHOBJICHHSIM HaBYAJIbHOTO KOHTEHTY Ha OCHOBI POJIeH IIOPIYHO;

BKJIFOUCHHSIM y POJIbOBE HaBYaHHS iH(oOpmarllii, oTpuMaHoi 3 BHYTPINIHIX a00 30BHINIHIX
IHIIU/ICHTIB Ta IOPYIIEHb OE3MEKH;

BBEJICHHSM [0 TMPOTrpamMy HaBYAHHS MPAKTHUYHUX 3aHATh 3 OE3MEeKU Ta MPHUBATHOCTI, SKi
MarOTh MIAKPIMUTH JOCSITHEHHSI IIJIEH HaBYaHHS.

3apnanns 10. 3anpoBaguTy 101aTKOBE HaBUYAaHHS 3 KiOepOe3neKH Jis IepCoHaITy MiApO3aiTy
kibep3axucty. i1 BUKOHAHHS 3a3HAYEHOTO 3aBJAaHHS MOXXYTh OYTH 3aIUTaHOBaHI 3ax0Jd 3



JOJJaATKOBOTO HaBuaHHS 3 KiOepOe3meku mepcoHany, sikuii obcmyroBye abo 3axumae OKI,
NpUHANMHI pa3 Ha PiK BIAMOBIIHO 0 iX 000B'SI3KIB.

3apnanus 11. 3abe3neuntn mmdpyBaHHs Hpu oOMiHI iHdopMaliero npo iHpopMamiiHi
akTuBU MiX miapo3auiamu IT ta kiGep3axucty. [ BUKOHAHHS 3a3HAYEHOTO 3aBJIaHHS MOXYTb
OyTH 3aIJIaHOBaHI 3aX0/IH:

3a0e3nedyeHHs KOH(DIISHIIIMHOCTI Ta IIJTIICHOCTI BU3HAYEHOI iH(popMallii B CTaHi CIIOKO0;

MIPOBECHHS MIOPIYHOTO BUSBICHHS BUKOPUCTAHHS OyAb-sIKOTO 3acTapiioro abo ciabkoro
g pyBaHHs;

peanizaiiisi MeXaHi3MiB KpUINTOTpa(iqHOTO 3aXUCTy JJIs 3all00ITaHHS HECAHKI[IOHOBAHOMY
PO3KpPUTTIO iH(OpMAIIii i yac nepenadi,

peaizanisi KpUnTorpagiuHoro MexaHi3mMy 3aXMCTY 30BHIIIHIX MOBIIOMJICHb, SKIIO BOHU HE
3axXHUIEH].

3apnanns 12. 3a0e3neunT 3axucT iH(OpMAaIii 3 0OMEXEHUM JOCTYNOM (3a HAasBHOCTI),
CTBOpPECHHS (MOJEpHi3allisl) KOMIUIEKCHOT CHCTeMH 3axucTy iHdopmarii. s BUKOHAHHS
3a3HaYCHOTO 3aBJIaHHS MOXYTh OyTH 3aIUIaHOBAHI 3aXOIH:

HaBYaHHS YNOBHOBaXEHHX OCI0 TOMy, 1100 3arajJbHOAOCTYHHa iH(popMalis He MiCTHIIA
1H(pOpMaLiIo 3 00MEXEHUM JOCTYIIOM;

MEPerJisii  3alpOIIOHOBAHOTO 3MicTy iHGopMalii A0 myOmikamii B 3aradbHOAOCTYITHIH
cucTeMi, 00 TapaHTyBaTH, IO TaM HE MICTUThCS iHGOpMAIIis 3 0OMEKEHUM JOCTYIIOM;

3a0e3MeyeHHs] 3aXUCTy BiJl BUTOKY 1H(popMalii KaHalaMu TMOOIYHUX EJIEKTPOMAarHITHUX
BUIIPOMIHIOBaHb TA HABEJCHb BUIIPOMIHIOBAHHS €JIE€KTPOMArHiTHUX CUTHAIIB;

MepeBipka OKPEeMHUX OcCi0 mepen J03BOJIOM Ha JOCTyNm 10 iH(OpMaIliiHOi CHUCTEMH 3a
HEOOXiTHOCTI.

3apnanus 13. 3a0e3neunTH 3aXMIIEHICTh €JIEKTPOHHOI MOUITH BiA ciydiHry, ¢ilIMHTY Ta
MIEPEXOIUICHHS TIOBiJOMJICHb. J{J1s1 BAKOHAHHS 3a3HAYEHOTO 3aBJIaHHSI MOXYTh OyTH 3aIlaHOBaHi
3aXO/HU:

HiATPUMYBaTH IIEHTPAJIbHY BEOCTOPIHKY peCypcy Ha TOJIOBHOMY 3arajJbHOIOCTYITHOMY
BeOcaiiti OKI, ska ciyrye HeHTpaJIbHUM JKEpenoM iH(opMarllii Ta ska BUKOPUCTOBYE ITyOJIidHi
aZpecH eJICKTPOHHOI MOINTH, MO0 JaTH MOXKIMBICTH TPOMAJICBKOCTI HaJlaBaTH BIATYKH Ta/abo
HAMPABIIATH 3alUTAHHS 1010 TPOTPaMH MPUBATHOCTI;

PO3pOOUTH MOJITUKY KOPUCTYBAHHS €JIEKTPOHHOIO MOILTOIO;

Bm3HauuTH Ta 3actocyBath STARTTLS, indpacTpykTypy TOJITHKH BiANpaBHUKA,
texHojorito DomainKeys Identified Mail, inenTudikamiro mMOBIIOMIEHh IS BCi€l
1H(}paCTPYKTypH KOPIOPATUBHOI €JIEKTPOHHOT MOIITH;

mij vac mepefadi iHpopMmauii MDK pI3HUMH JIOMEHaMH O€3IeKHM BapTO 3MIHIOBATH
iHpopMalito, sKa He MIJUIArae  ONPWIIOAHEHHIO, peai3yBaBIIM  amapaTHi  3acobu
KpUNTOrpadiuHOTO 3aXUCTY;

3ano0iratu excinbrpanii iHpopmarrii.



3aBnanHa 14. BUMKHYTH BCTaHOBJICHI 32 3aMOBUYBAaHHSIM MaKpOCH Ta IHIIUI MPOTrpaMHHIMA
Ko7 [lJisi BHKOHAHHS 3a3HAYEHOTO 3aBJaHHI MOXYTh OYTH 3allJITaHOBaHI 3aX0JIH:

BU3HAYATH MPUHHATHI Ta HEMPUIHIATHI MOOLUTbHI KOAM Ta TEXHOJIOT1i MOOITBHUX KO/IIB;

BCTAHOBUTH TaKi OOMEXKEHHS Ha BUKOPHCTAHHS IMPOTPaAMHOr0 3a0e3MEYCHHS 3 BIIKPUTHM
BUXIJJHUM KOJIOM: BKIJIIOUUTH CHCTEMHY IIOJITHUKY, SIKa 32 YMOBYAHHSM BHMHKAE€ MaKpPOCH
Microsoft Office.

3aBnanHa 15. Omnucatu KoHQIrypauiiHi (ailiu KPpUTHUHUX MPOTpaMHHUX Ta amapaTHUX
KOMIIOHEHTIB. J[J11 BUKOHAHHS 3a3HaUY€HOI0 3aBJJaHHS MOXKYTh OyTH 3aIlJJaHOBaHIi 3aX0/H:

pO3pOOMTH, 3aJIOKYMEHTYBAaTH Ta IMATPUMYBATH 3a JOMOMOTOI0 3aXOJiB KOH}Iryparii
MOTOYHI 0a30B1 HAJAILITYBaHHS CHCTEMH;

MeperyisiiaTd Ta OHOBJIIOBAaTH 0a30Bl HANAMITYBaHHS CHUCTEMHU IIOpiuHO abo micis
KiOepIHIIMHIEHTY a00 MPH BCTAHOBJIEHHI HOBUX (OHOBJIEHH1) KOMIIOHEHTIB CUCTEMU;

pearizyBaTu KOH(]IrypariifHi ycTaHOBKH.

3apnanus 16. 3a0e3neunTy TOKYMEHTYBaHHS Ta aKTyalli3allilo cXeM (KpeciieHb) 00Ia HaHHs
CTPYKTYpPOBaHO1 KaOeIbHOT CUCTEMHU Ta KaOEIbHUX KaHATIB, CXEMH MiIKIIOUEHHS O0JIaJHaHHSI,
TabIUIl MapKyBaHHs Ka0elliB CTPYKTypOBaHOI KaOelbHOI CUCTEMH Ta KaOeslbHUX 3'enHaHb. [l
BUKOHAHHS 3a3HAYECHOTO 3aBJIaHH MOXXYTh OYTH 3aIIaHOBaHi 3aXO0/IH:

noOyIyBaTH i 3aJOKyMEHTYBaTH KapTy TOIOJIOTIT MEPEXK;

BIJICTEXKYBAaTH Ta KEpyBaTH 3MiHaMU KOHQIrypaliiHUX MapaMeTpiB TOIOJIOTIi Mepex
BIJIMOBITHO JI0 OpraHi3aIiiiHol MOJITUKH Ta MPOLEAYD;

pO3poOHTH Ta 33OKYMEHTYBATH IMIPOIIEC IHBEHTapHU3AIlil KOMITOHEHTIB MEPEXKIi, STKUH:
TOYHO onucye notouyny mepexy OKI;

OXOILTIOE BC1 KOMIIOHEHTH B ME)KaX aKpeauTallii Mepexi;

HE BKJIIOYA€E MOBTOPHUIN 00JIIK KOMIIOHEHTIB 200 KOMIIOHEHTIB, Oy b-5IKOT 1HILIOT MEpPEeXi;
BU3HAYA€ PIBEHbB JeTai3allii, IKU € HEOOX1THUM JIJIS BIICTE)KEHHS Ta 3BITyBaHHS;

BIIPOBAIUTH BHM3HAYEHI OJHOCTOPOHHI 1H(OpPMALiiiHI MOTOKM 3a JOMOMOTOK arapaTHUX
MEXaHi3MiB;

BIJJOKpPEMJIIOBATH MOTOKU iH(OpMaLii JIoriyHO a6o0 (hi3WYHO, BUKOPUCTOBYIOYH BHU3HAYEHI
MeXaHI3MH Ta/a00 METOAM JJIsi JOCSITHEHHSI HEOOX1JHOTO MOy 3a TUHaMu iHdopMariii.

3aBmanHa 17. 3arBepauTH MpoLENypU IHCTASLII  1H(pOpPMaIiHHO-KOMYHIKAIIHHUX
TEXHOJIOT1H. 3aTBEPAUTH IMOJIITUKU BCTAHOBJIEHHS 3aC001B MEPEXKEBOI'O 3aXUCTY, BCTAHOBIICHHS
abo BHJAJEHHS KOpPHCTyBayaMH IpPOrpaMHOro 3abes3mneueHHs. [[ns BUKOHaHHS 3a3HAY€HOIO
3aBJJaHHS MOKYTb OYyTH 3aIlJlaHOBaH1 3aX0/Iu:

BCTAaHOBHUTH BH3HAYEHI MpaBwiia (TIOJITUKH ), IO PETYTIOIOTh BCTAHOBIICHHS 00J1aTHAHHS 200
MPOTPaMHOTO 3a0€3MeUeHHS KOPHCTYBAYaMH;



3aCTOCOBYBaTH TpaBwia (TIOJNITUKH) BCTAHOBJEHHA oOnagHaHHA a00 MpOrpaMHOIO
3a0e3reueHHs 3a JIONOMOT 00 OpraHi3alliiHuX Ta aBTOMAaTH30BAHUX METOJIIB;

BIJICTeXKYBAaTH BIANOBIAHICT, NpaBuUiaM (MOJITHKH) PO3TOPTaHHAM oOONagHaHHA abo
MPOTPaMHOTO 3a0€3MEeUCHHS MOPIYHO.

3apmannus 18. 3abe3meunTH peryisipHe CTBOPEHHS Ta 30epiraHHs pe3epBHUX KON
iHdopmariiaux pecypciB. JlJis BUKOHAHHS 3a3HAYEHOTO 3aBJIaHHS MOXYTh OyTH 3aIlslaHOBaHI
3aXOIH:

NPOBOJUTH pE3EpBHE KOMIIOBaHHS 1H(oOpMalii KOpHCTyBauiB, IO MICTUTh CHUCTEMHI
KOMIIOHEHTH;

MPOBOJUTH PE3epBHE KOIIIOBaHHS 1H(OPMALlii HA CHCTEMHOMY PiBHI;

IPOBOJUTH pe3epPBHE KOMIIOBaHHS JTOKYMEHTAIll{, BKIIOUHO 3 IOKYMEHTAILlI€0, ITOB'sI3aHOIO 13
3a0e3neyeHHsIM 0e3MeKH Ta MPUBATHOCTI;

3a0e3MeUnTH 3aXUCT KOH(]INEHIIIHHOCTI, LITICHOCTI Ta JOCTYNMHOCTI PE3EPBHUX KON
iH(dopmarrii B Micisax ix 30epiraHHs;

30epiraTu pe3epBHi KOMii BU3HAYEHOT0 KPUTUYHOTO CHCTEMHOT'0 IPOrpaMHOr0 3a0e3MeYeHHS
Ta iHmoi iHdopmarii, MoB'A3aHOT 3 OE3MEKOI0 B OKPEMOMY CXOBHUIII ab0 y BOTHECTIHKOMY
KOHTEWHEpI, 5Kl He MOB's13aHi 13 CUCTEMOIO;

PO3pOOUTH Ta Y3rOJHUTH IUIAH MEPEBIPOK PE3EPBHUX KOTIIM;
OHOBJIIOBATH IIAH MEPEBIPOK PE3EPBHUX KOIIIH.

3apnanns 19. 3aTBepaAnTH, PETYISIPHO TECTYBAaTH Ta BHOCUTH 3MIiHU JI0 TUIAHIB pearyBaHHS
Ha KiOepiHmuaeHTH. [|Jisi BAKOHAHHS 3a3HAYEHOTO 3aBJaHH MOXKYTh OYTH 3allTaHOBaHI 3aX0JTH:

PO3pOOUTH IUIaH pearyBaHHs Ha KiOEpiHIMICHTH, SIKUIl:

Hagae OKI jopokHIO KapTy JUisi BIPOBAPKEHHS 1i MOMJIMBOCTCH pearyBaHHS Ha
KiOepiHIICHTH;

HaJla€ BUCOKOPIBHEBUU MiAXiA A0 TOTO, fK 3/aTHICTh pearyBaHHS Ha KiOCpIHLIUICHTH
BIIMCYETHCS B 3arajibHy IPAKTHKY;

BinoBigae yHikanpHuM Bumoram OKI, siki moB'si3aHi 13 3aBIaHHSAMU, PO3MIPOM, CTPYKTYPOIO
1 QyHKIISIMU;

BHU3HAYAE IT/I3BITHI KIOCPIHIINICHTH,

Ha/a€ TOKA3HMKHM JJIs BUMIPIOBaHHS MOXJIMBOCTEH pearyBaHHS Ha KiOepiHIMICHTH
Bcepenuni OKI;

BU3HAYAE PECYPCU Ta YMPABIIHCHKY MIATPUMKY, HEOOXITHY /ISl €PEKTUBHOI MIITPUMKH Ta
PO3BUTKY MOXJIMBOCTEH pearyBaHHS Ha KiOEpiHIIMICHTH;

BHpIITY€E MUTaHHS 0OOMiHY 1H(OpMAIIIEIO PO KIOEPIHITUACHTH;

OHOBJIIOBATH IUIAH pearyBaHHs HA IHUUIEHTH B pa3l CACTEMHUX Ta OpraHi3aliiHuX 3MiH a00
npo6sem, 110 BUHUKAIOTh IIPU peai3allii, BUKOHaHHI Y4 TeCTyBaHHI IUIaHy;



BIPOBAIUTH MOKJIMBOCTI 0OpOOKM KiOEpIHIIUEHTIB OC3MEeKH Ta MPHBATHOCTI, BKIFOYHO 3
MMATOTOBKOIO, BUSBJICHHSIM 1 aHAII30M, JIOKAJII3aLI€r0, JIIKBIIAIICI0 Ta BIAHOBICHHSIM;

KOOPJIMHYBAaTU MAISUIBHICTh 3 OOpOOKHM KIOEpIHIMICHTIB 13 3axoAaMu i3 3a0e3nedeHHs
6e3nepepBHOCTI (PYHKIIIOHYBAaHHS;

BIIPOBAKYBATH JIOCBiJI, OTPUMAHUI I/l 9ac MOTOYHUX Jii 3 00poOKH KiOEpIHIMICHTIB, y
MPOIIeIyPH pearyBaHHS Ha KiOSpiHIIMIEHTH, HAaBYaHHS W TECTYBaHHS Ta BHOCHUTH BiIIMOBiIHI
3MIHH;

3a0e3MeunTH, 00 CTPOriCTh, IHTEHCUBHICTb, OOCAT 1 pe3yNbTaTH IisSUIBHOCTI 3 0OpOOKH
KiOepIiHIIMIEHTIB MOXKHA OYJI0 MOPIBHATH Ta Nependoauyntu Ha Bcbomy OKI.

3apnannas 20. 3abe3neunTH 30ip >KypHaliB (JOTiB) peectpamii mofiil. J{is BUKOHAaHHS
3a3HAYEHOT0 3aBJIaHHS MOXKYTh OyTH 3aITaHOBaHI 3aXO0/IH:

MEPEKOHATHUCS, 10 3alUCU PEe3yJbTATIB aHaMI3y KypHaJiB MOJAINA MICTATH 1H(OpMAaIlito, SKa
BCTAHOBIIIOE TaKe: KU THII TMOAIT CTaBCs; KOJIM BiAOyIacs MOIist; ae BigOymacs MoIist; HKepeo
MoJii; HACHIAKM MOojii; pe3ynbTaT moAii Ta iAeHTudikatop Oyab-skux ocid abo cy0'eKTis,
MOB'SI3aHUX 3 TOMI€IO.

3aBnanus 21. 3abe3neuntn Oe3neune 30epiraHHs xypHaiiB (JioriB) peectparii momaii. Jlus
BUKOHAHHS 3a3HAYEHOTO0 3aBIaHHS MOXYTh OYTH 3aIllITAaHOBaHI 3aX0JTH:

noOyyBaTu Ta 33JJOKYMEHTYBaTH CTPYKTYPY CHCTEMH O€3MedHOro 30epiraHHs »XypHaJiB
TTOJIIi;
OpraHi3yBaTH POXO/KEHHS PE3yJIbTaTiB aHAJI3y KYypHAJIB MMOAiN, OPIEHTOBAHUX HA JJOCTYII

1 KibepOe3neky (HarpuKiia, CAHCTEMH BUSBIICHHS] BTOPTHEHB/CUCTEMH 3a1100iraHHs BTOPTHEHHSIM,
Opannmayep, 3armo0iranHs BTpaTi TaHUX, BIpTyalbHa IPUBAaTHA MEPEXKa);

BU3HAUUTHU Tepiof 30epiraHHs (PEKOMEHJOBAHO 0 TPbOX POKIB) Ta MOPSIAOK 3HUIICHHS
3amuCiB pe3yJIbTaTiB aHai3y JKypHATIB MOAIH, 100 3a0e3meunTu MATPUMKY PO3CIiTyBaHb
(moctdakTym) KiOEpIHIIUACHTIB Ta IPUBATHOCTI.

3aBmanus 22. 3abesneunTd ineHTH(]iKamiro oOJagHAHHS Ta BXXHTTS 3axOJiB, SKi
YHEMOXXJIMBIIIOIOTE po0OTy oOnamHaHHA B Mepexi 0Oe3 BimmoBimuoi imenTudikamii. s
BHKOHAHHS 3a3HAYCHOTrO 3aBJaHHS MOXYTh OYTH 3aIlJITAaHOBaHI 3aX0JIH:

O0OMEXUTH JOCTYII 10 BUBHAYEHUX TUIIIB IUPPOBUX Ta/ab0 HenuppoBUX HOCIIB 1H(OpMaIii
[IEPCOHAJIOM;

3a00pOHNTH BHKOPHUCTAHHS HE 3apEECTPOBAHMX Ta HE MependadyeHux Ui 3aCTOCYBaHHS
MOPTAaTUBHUX MPUCTPOIB 30epiraHHs JMaHMUX, SKIIO Taki MPUCTPOI HE MAarOTh BHU3HAYECHOTO
BJIACHHKA.

3aBnanHa 23. 3a0e3neunTd KOHTPOJIbOBAHE BUKOPHUCTAHHS [HTEPHET-NOCIYT, BUSBJICHHS
aHOManbHOI B3a€MOJii Ta CTBOPUTH HEOOXigHI OOMekeHHs. /I BHKOHAHHA 3a3HAYEHOTO
3aBJIaHHS MOXXYTh OyTH 3aIIaHOBaHI 3aXOIH:

BCTAHOBUTU Ta 3aI[OKYMeHTYBaTI/I 06MC)K€HH$I Ha BI/IKOpI/ICTaHHH, BUMOI'H pi(e]}
KOH(DITypaIii/maKiIroYeHHs] Ta peKOMeHAalll MO0 3iHCHEHHS KOXXHOTO THITY BiJJIaJICHOTO
,Z[OCTyrIy;



aBTOPU3YBATHU BiJJaJIeHUH nocTyn A0 [HTepHeT-ciyx0, mepil HiXK OyayTh JO3BOJIEHI Taki
M IKITIOYEHHS,

MiATPUMYBaTH OKPEMHUH JOMEH BUKOHAHHS AJisi KOXKHOTO MPOIECYy, IO BUKOHYETHCS B
CUCTEMI.

3apnanns 24. 3ab6e3neunTt migkmodeHHs Ol mo mepexi IHTepHeT yepe3 mocrayaabHHUKIB
€JICKTPOHHUX KOMYHIKAIlIMHUX MEpeX Ta/ab0 TMOCIHyT, sIKi MarOTh 3aXMINEHI BY3JH JOCTYIY 0
rII00aTPHUX MEPEeX Tepefadi JaHWX 13 CTBOPCHHMH KOMIUIGKCHUMH CHCTEMaMHU 3aXUCTy
iHdopmartii 3 MATBEP/HKEHOI BIAMOBITHICTIO, Ta TIABKM Y BHUIAIKYy HEMOXKIHUBOCTI
GyHKI[IOHYBaHHs 0e3 migkimoueHHs a0 [HTepHety). [l BUKOHaHHS 3a3HAYEHOTO 3aBIIaHHS
MOXYTh OyTH 3aIlJITaHOBaHI 3aX0/IH:

PO3pOOUTH Ta 3aTBEPAUTH MONITUKY YIPABIIHHA 1H(QOPMAaLIIHUM MOTOKOM, siKa 3a0e3neuye
JIOJATKOBUM 3aXMCT Ui 3arnoOiraHHs Ta BUSABJICHHS CHOPOO BHUKOPHCTAHHS A POOOTH
iH(pOopMalLIiHUX aKTUBIB B Mepexi [HTepHeT;

3aCTOCYBATH 3aTBEPKEHI MOBHOBAXXEHHS IS YIIPABIIiHHSA MOTOKOM iH(OpMalii BcepeanHi
CHUCTEMH Ta MK TOB'S3aHUMH CHCTEMaM{ Ha OCHOBI TOJIITUKH YIIpaBIiHHSA iH(OpMAaIiiHUM
MIOTOKOM;

3alpoBaAUTU KpunTorpadiyHi MeXaHi3MHU Ul 3aXUCTy KOH(]IIEHIIMHOCTI Ta ITICHOCTI
cecii BIIIaJICHOTO IOCTYIY;

3aTBEPANTH Ta 3a0€3MEUUTH TOTPUMAHHS MOJIITUKA BUKOPUCTAHHS O€3ITPOBOIOBOTO IOCTYITY
JI0 CHCTEMH, TTepI HiK OyAyTh T03BOJICH] TaKi I IKITFOYCHHSI.

Tabmums 9 y mynkTi 5 [lnany 3axucTy 3alOBHIOETHCS IIUISIXOM OTIMCAHHSI BUKOHAHHS TAaKOTO
3aBJIaHHs 13 Kibep3axucry:

3aBiaHHA. BU3HAYUTH MOPSJIOK TPOBEJACHHS MOHITOPUHTY 3arpo3 Ta 3aCTOCYBAaHHS
BIJIMOBITHUX TAKTHK, TEXHIK 1 iporeayp. Jis BUKOHAHHS 3a3HAYEHOTO 3aBJIaHHS MOXYTh OyTH
3aIlJIAaHOBAHI 3aX0H:

po3podUTH cTpaTterito 0e3rnepepBHOrO0 MOHITOPUHTY O€3MEeKH Ta MPUBATHOCTI M YIIPOBAaIUTH
nporpamy Oe3nepepBHOIO MOHITOPHHIY O€3MEKH Ta MPHUBATHOCTI, SIKA OXOIUIIOE: BCTAHOBJICHHS
MOKA3HUKIB O€3MEeKU Ta MPHUBATHOCTI, sIKI HEOOX1JHO BIACTEXKYBAaTH, NEPEJIK 3arpo3 1 TEXHIK,
TaKTUK ¥ Tpoueayp KiOep310BMUCHHKIB; BCTAHOBJIEHHS MOCTIMHOTO MOHITOPHUHTY Ta IIOPIYHOTO
OI[IHIOBaHHS €()EKTUBHOCTI 3aXO0/IIB 3aXHUCTY; MOTOYHI OI[IHIOBAHHS 3aX0/11B 3aXUCTY BIAMOBIAHO
no crpaterii 6e3nepepBHoro MoHiTopuHry OKI; mocTiiHMII MOHITOPHUHI cTaHy O€3NeKu Ta
MPUBATHOCTI BIJMOBITHO /10 BCTAHOBJICHMX METPHK 1 BIAMOBITHO O cTpaTerii 6e3mepepBHOTO
MmoHitopuHry OKI; 3icraBnenHs Ta aHamni3 iHpopMmallii, OTpUMaHOl B pe3yibTaTi OIL[IHIOBAaHHS Ta
MOHITOPUHTY O€3MeKH Ta MPUBATHOCTI; /1l pearyBaHHsS 3a pe3yJibTaTaMHu aHajii3dy i1H(opmarlii,
MOB's13aHOT 3 OE3MEKOI0 Ta MPUBATHICTIO;

MIPOBOJIUTH OIIHIOBAHHS PU3UKY, BKIIFOYHO 3 BIPOTIHICTIO i BEIMYHNHOIO IITKOIH.

Tabmuus 10 y myskTi 5 [InaHy 3aXuCTy 3alTOBHIOETHCS IUISIXOM ONMCAaHHS BUKOHAHHS TAKUX
3aBJaHb 13 KiOep3axucTy:

3aBnanns 1. 3abe3neunT iHPOpMyBaHHS PO KiOEPIHIMACHTH. J{J11 BAKOHAHHS 3a3HAYEHOTO
3aBJaHHS MOKYTb OYyTH 3aIlJIaHOBaHi 3aX0IH:



BUMaraTv BiJ TMEpPCOHANy TMOBIJOMIISATH MPO MiA03pUIi KiOepiHIMAEHTH 3 Oe3leku Ta
MPUBATHOCTI BIiJMOBIAHO JIO OpraHi3amiifHOT CIPOMOXKHOCTI pearyBaHHS Ha KiOCpPIHIIUICHTH
BIIPOJIOBK BH3HAYCHOTO TEPIOIy Yacy;

MOBIAOMJISITH IIPO BPA3JIMBOCTI CUCTEMHU, MOB'SI3aH1 13 3apEECTPOBAHUMU KiOEpIHINUICHTAMU
0e31eKH Ta MPUBATHOCTI BU3HAYEHOMY IIepCOHAIY;

BCTAHOBHTH TIOJIITHKY, MOPSIOK Ta MPOLEAYPH HAJTaHHS JIOMOBiNEH Mpo BCi MiATBEpHKEHI
KiOepiHIIUICHTH.

MOBIAOMJISATH TPO  KIOGPIHIMACHTH 3a JOMOMOTOK) aBTOMATH30BAHMX MEXaHI3MiB
(eJIeKTpOHHY TIOIITY, My O TiKaIlio Ha BeOcaiTax TOIIO);

Ha/1aTH iHpOpMaIliro po KiOepiHIMIeHTH Oe3MeKH Ta MPUBATHOCTI MOCTAYaIbHUKY ITOCITYTH;

nepenaBatu (myOJsikyBaTH) iH(OpMAIlil0 32 MeXaMH BCTAHOBJICHOI MeEXI CHCTEMH 3a
BH3HAYCHUMU BiJITOBITHUMHA HOPMATUBHUMH BKa31BKaMH.

3aBnanHs 2. 3a0e3MeYn T BUKOPUCTAHHS PE3YIIbTATIB TOCIIKEHb 11010 Bpa3nuBocTen. s
BUKOHAHHS 3a3HAYEHOr0 3aBJIaHHS MOXKYTh OYTH 3aIlJlaHOBaH1 3aXO0/IU:

BUKOPUCTOBYBaTH IHCTPYMEHTH Ta METOIW CKaHYBaHHS BPa3JIMBOCTi, SIKi IMOJETUIYIOTh
CYMICHICT MIX I1HCTpyMEHTaMH Ta aBTOMATU3yIOTh YAaCTMHU THPOLECY YHpPaBIiHHA
Bpa3JIMBOCTSAMH, BUKOPUCTOBYIOUM CTaHIAPTH JUIs: OONIKY MIaT(opM, HEAOIIKIB MPOrpaMHOro
3a0e3neueHHs] Ta HENpaBWIbHUX KOHQIrypauii; QopmaryBaHHsS KOHTPOJIBHUX CIHCKIB 1
MPOIIeTyp TECTYBAaHHS; BUMIPIOBAHHS BIUIMBY BPa3JIMBOCTI,

aHaJIi3yBaTH 3BITU MPO CKaHYBAaHHS BPA3JIMBOCTI Ta PE3yJIbTaTH KOHTPOJIBHUX OI[IHIOBAHb;
3a00pPOHUTH MPUBLICHOBAHUI JOCTYII 10 CUCTEMH KOpPHUCTyBayam, siki He HajexaTh 10 OKI.

3aBnanus 3. 3a0e3neunTy po3MilleHHs GaiiiB security.txt (cranmapT Oe3rneku BeOCanTiB, B
pamkax mporpamu Bug Bounty) Ta ompaitoBaHHs oTpuMaHOi 3aBIsku iMm iH(opmarii. s
BUKOHAHHS 3a3HAYCHOT0 3aBJIaHH MOXKYTh OYTH 3aIIaHOBaHi 3aXO0/IH:

OTpUMYBAaTH CHUCTEMHI IIONEpPEIKEHHSI O€3NeKH, pPEeKOMEHJAlll Ta JIUPEeKTHUBH, IO
NPONKCYIOThCS B (hailni security.txt;

CTBOPHUTH Ta 1HCTUTYIIIOHAJI3yBaTH KOHTAKTH MK OOpaHUMHU TpyHaMHu Ta acoIiarisMu 3i
CHUIbHOTAaMHU O€3MeKH Ta MPUBATHOCTI ISl MIATPUMKHA O3HAMOMIIEHOCTI 3 PEKOMEHIOBAaHUMH
MpaKkTUKaMu Oe3reku iHdopmarlii Ta IPUBATHOCTI, TEXHIKAMH Ta TEXHOJIOT1SIMH.

Tabauug 11 y mynkri 5 [lnany 3aXucTy 3alI0OBHIOETHCS IIUIIXOM OIKMCAHHS BUKOHAHHS TAKOTO
3aBJIaHHs 13 Kibep3axucry:

3aBmanHs 1. 3aTBepaWTH TUTAHW BIJHOBJEHHS TICASA 1HIWACHTIB. [l BUKOHAHHSA
3a3HAYCHOTO 3aBJaHHSI MOXYTh OYTH 3allJITaHOBaHI 3aXO/IH:

3a0e3MeYnTH BiJHOBJICHHS Ta BIATBOPEHHS CHCTEMH [0 BIJOMOTO CTaHy micis 30010,
KOMITpoMeTalii abo MOMUJIOK HEBIAKIJIAHO;

320€e3MeUUTH 3aXHCT KOMIIOHEHTIB CHUCTEMHM, SIKi BHUKOPHCTOBYIOTHCS Ul PE3epPBHOTO
KOITIFOBaHHS Ta BiJHOBJIEHHS;



po3pobutu miaH 3abe3nedeHHs Oe3mepepBHOI poOOTH Ta BIAHOBIEHHS (PYHKIIIOHYBaHHS
CHCTEMH Ha BHIIQJIOK HA/J3BMYANHOI CHUTyalii, sIKMi: BU3HAa4ae€ OCHOBHI 3aBIaHHsA, QPyHKIIi Ta
MOB's3aHI 3 HUMHU BUMOTH IIOJ0 Oe3mepepBHOI poOoTH; 3abe3medye IIij1i, MPIOPUTETH Ta
BIJNIOBIHI TOKa3HWKM BITHOBJICHHA (YHKI[IOHYBaHHS; BH3HAa4ae poyi, OOOB'SI3KM Ta
BI/IMOBITAJILHUX OCI0 3 KOHTAaKTHOK iH(OpMallie€ro; CIpsSAMOBaHUNM Ha MIATPUMKY OCHOBHHUX
3aBJaHb 1 QYHKIIT MOnpu cucTeMHi 3001, KOMITpoMeTallii a0 MOMIIIKY; CIIPSIMOBaHHIA Ha ITOBHE
BiIHOBJICHHS ()YHKIIIOHYBaHHS CUCTEMH O€3 MOTIPIICHHS 3allJIAHOBAHMX 1 peajli30BaHUX 3aXO0/liB
3axucTy iH(popMalii Ta MEepPCOHATBHUX MaHHMX; BHUPIIIye NMUTAaHHS OOMiHY iH(pOpMaIi€o Tpo
HaJ[3BUYANHI CUTYaIIIi;

MIPOTECTYBATHU IJIaH 3a0e3rneueHHs Oe3nepepBHOi poOOTH Ta BIAHOBJICHHS (DYHKILIOHYBAHHS
CHCTEMH ILOPIYHO, BHUKOPHCTOBYIOUM TECTH, 3 METOI0 BH3HAUEHHS €(EeKTHBHOCTI IUIaHy Ta
oprasizariifHoi TOTOBHOCT1 BUKOHATH TIJIaH;

NeperiisiAaTi pe3ysibTaTH TECTYBaHHS IUIaHY,
3a HEOOX1HOCTI 1HILII0OBATH KOPUTYBaJIbHI Jii.

7. IlynkTom 6 [Inany 3axucty nependadeHo BKIIOUEHHS BiJOMOCTEH PO MOHITOPUHT PiBHS
0e3neku 00'ekTa KpUTUIHOI 1H(PACTPYKTYpH MIOA0 HEHTpaizallii 3arpo3u HaliOHATBHOTO PiBHS
"kibeparaka/kiOepIHIIMICHT", /1€ OMUCYIOTHCS 3BECHI BIJOMOCTI IIIOJI0 PE3YJIbTATiB MOHITOPUHTY
piBHS Oe3meku 3 ypaxyBaHHSAM BHMOr cTarti 17 3akony VYkpaimm "IIpo Kputuyny

iHdpacTpykTypy".

8. Tabnmuus 12 Ilnany 3aXHMCTy 3alOBHIOETHCS (BIANOBIAAIBLHOI OCOOOI0 32 CTaH 3aXUCTY
iHpopmanii Ta kibep3axucty OKI) BimomocTsiMu npo BHeceHHs 3MiH 110 [lnany 3axucry, siki He
noTpeOyIOTh MOTOIKEeHHS (YHKI[IOHAJIbHUMU OpraHaMu.

9. Ilicns Tabnumi 12 Bka3yeThcs BimmoBinambHa ocoba 3a 3amoBHeHHs [lmany 3axucry
(mocana, mpi3BHIILE Ta 1HIIIAIN), TAMKC Ta 1aTa MiIMHCaHHs.

10. OnepaTtopu HECYTh BIAMOBINABHICTD 32 IOCTOBIPHICTH BiIOMOCTEH, BHECEHUX 10 [many
3aXUCTY, BIAMOBIIHO 10 3aKOHOJaBCTBA.

T.B.0. HAYaJILHUKA
JdenmaprameHTty
KOHTPPO3BiAyBaJIbHOI0 3aXHCTY
iHTepeciB nepxkaBu
y cdepi indpopmaniiinoi 6e3nexn
Cuay:x0m 0e3nieku YKpaiHu Bosaoagumup KAPACTEJIBOB

Jupexrop JlenaprameHry
ki0ep3axucty Anminicrpauii
JlepaBHOI CoIyKOM
creniajJbHOro 3B's13Ky
Ta 3axucTy iHopmanii Ykpainu Irop MAJIBYEHIOK

{oicepeno: https.//cip.gov.ua}
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Jlesiki muTaHHs pO3pOOKH, 3aTBEPIKEHHS Ta 3aKkoHONABCTBO YKpAiHH

MOTOJ/KCHHS TUIAHIB 3aXUCTY 00'€KTIB KPUTHUHOL cranom Ha 05 '95 2026

. YUHHHUU

iH(pacTPyKTypH 3a MPOEKTHOO 3arPO30I0
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